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HermannHärtig MichaelHohmuth JochenLiedtke
�
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Abstract

First-generationµ-kernelshave a reputationfor being too
slow andlackingsuf�cient �e xibility . To determinewhether
L4, a leansecond-generationµ-kernel,hasovercomethese
limitations,wehaverepeatedseveralearlierexperimentsand
conductedsomenovel ones.Moreover, weportedtheLinux
operatingsystemto run on top of theL4 µ-kernelandcom-
paredthe resultingsystemwith both Linux runningnative,
andMkLinux, aLinux versionthatexecutesontopof a �rst-
generationMach-derivedµ-kernel.

For L4Linux, the AIM benchmarksreport a maximum
throughputwhichis only 5%lowerthanthatof nativeLinux.
Thecorrespondingpenaltyis 5 timeshigherfor aco-located
in-kernelversionof MkLinux, and7 timeshigherfor a user-
level versionof MkLinux. Thesenumbersdemonstrateboth
that it is possibleto implementa high-performanceconven-
tional operatingsystempersonalityabove a µ-kernel, and
thattheperformanceof theµ-kernelis crucialto achievethis.

Furtherexperimentsillustratethat theresultingsystemis
highly extensibleandthattheextensionsperformwell. Even
real-timememorymanagementincludingsecond-levelcache
allocationcanbeimplementedat user-level, coexistingwith
L4Linux.

1 Intr oduction

Theoperatingsystemsresearchcommunityhasalmostcom-
pletelyabandonedresearchon systemarchitecturesthatare
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basedon pure µ-kernels,i. e. kernelsthat provide only ad-
dressspaces,threadsandIPC,or anequivalentsetof primi-
tives.Thistrendis dueprimarily to thepoorperformanceex-
hibitedby suchsystemsconstructedin the1980's andearly
1990's.Thisreputationhasnotchangedevenwith theadvent
of fasterµ-kernels;perhapsbecausetheseµ-kernelhave for
themostpartonly beenevaluatedusingmicrobenchmarks.

Many peoplein theOSresearchcommunityhaveadopted
thehypothesisthatthelayerof abstractionprovidedby pure
µ-kernelsis eithertoo low or too high. The “too low” fac-
tion concentratedontheextensible-kernelidea.Mechanisms
wereintroducedto addfunctionalityto kernelsandtheir ad-
dressspaces,eitherpragmatically(co-locationin Chorusor
Mach) or systematically. Variousmeanswere inventedto
protectkernelsfrom misbehaving extensions,rangingfrom
the useof safelanguages[5] to expensive transaction-like
schemes[34]. The“too high” factionstartedbuildingkernels
resemblinga hardware architectureat their interface[12].
Softwareabstractionshave to be built on top of that. It is
claimedthatµ-kernelscanbefastonagivenarchitecturebut
cannotbemovedto otherarchitectureswithout losingmuch
of theiref�ciency [19].

In contrast,we investigatethepureµ-kernelapproachby
systematicallyrepeatingearlierexperimentsandconducting
somenovel experimentsusing L4, a second-generationµ-
kernel. (Most �rst-generationµ-kernelslike Chorus[32]
and Mach [13] evolved from earliermonolithic kernelap-
proaches;second-generationµ-kernelslike QNX [16] and
L4 morerigorouslyaimatminimality andaredesignedfrom
scratch[24].)

Thegoalof this work is to show thatµ-kernelbasedsys-
temsareusablein practicewith goodperformance.L4 is a
leankernel featuringfastmessage-basedsynchronousIPC,
a simple-to-useexternalpagingmechanismand a security
mechanismbasedon securedomains. The kernel imple-
mentsonly a minimal setof abstractionsuponwhich oper-
atingsystemscanbebuilt [22]. The following experiments
wereperformed:

� A monolithic Unix kernel,Linux, wasadaptedto run
asa user-level singleserver on top of L4. This makes
L4 usablein practice,andgivesus someevidence(at
leastanupperbound)onthepenaltyof usingastandard



OS personalityon top of a fastµ-kernel. The perfor-
manceof theresultingsystemis comparedto thenative
Linux implementationandMkLinux, aportof Linux to
a Mach3.0derivedµ-kernel[10].

Furthermore,comparingL4Linux and MkLinux gives
us someinsight in how the µ-kernel ef�ciency in�u-
encestheoverallsystemperformance.

� The objective of three further experimentswas to
show the extensibility of the systemand to evaluate
the achievableperformance.Firstly, pipe-basedlocal
communicationwas implementeddirectly on the µ-
kernelandcomparedto the native Linux implementa-
tion. Secondly, somemapping-relatedOS extensions
(alsopresentedin therecentliteratureonextensibleker-
nels)have beenimplementedasuser-level taskson L4.
Thirdly, the �rst partof a user-level real-timememory
managementsystemwasimplemented.Coexistingwith
L4Linux, thesystemcontrolssecond-levelcachealloca-
tion to improvetheworst-caseperformanceof real-time
applications.

� To checkwhethertheL4 abstractionsarereasonablyin-
dependentof the Pentiumplatform L4 was originally
designedfor, the µ-kernel was reimplementedfrom
scratchon anAlpha 21164,preservingtheoriginal L4
interface.

Startingfrom theIPC implementationin L4/Alpha,we
also implementeda lower-level communicationprim-
itive, similar to Exokernel's protectedcontrol trans-
fer [12], to �nd out whetherandto whatextent theL4
IPC abstractioncanbe outperformedby a lower-level
primitive.

After a shortoverview of L4 in Section3, Section4 ex-
plains the designand implementationof our Linux server.
Section5 then presentsand analyzesthe system's perfor-
mancefor pure Linux applications,basedon microbench-
marksas well as macrobenchmarks.Section6 shows the
extensibility advantagesof implementingLinux above a µ-
kernel. In particular, we show (1) how performancecanbe
improvedby implementingsomeUnix servicesandvariants
of themdirectly above the L4 µ-kernel,(2) how additional
servicescanbe provided ef�ciently to the application,and
(3) how whole new classesof applications(e.g. real time)
can be supportedconcurrentlywith general-purposeUnix
applications. Finally, Section7 discussesalternative basic
conceptsfrom a performancepointof view.

2 Related Work

Mostof thispaperrepeatsexperimentsdescribedby Bershad
et al. [5], desPlaces,Stephen& Reynolds [10], and En-
gler, Kaashoek& O'Toole [12] to explore the in�uence of
a second-generationµ-kernelon user-level applicationper-
formance. Kaashoeket al. describein [18] how to build a

Unix-compatibleoperatingsystemon top of a smallkernel.
We concentrateon theproblemof portinganexistingmono-
lithic operatingsystemto aµ-kernel.

A largebunchof evaluationwork existswhich addresses
how certainapplicationor systemfunctionality, e.g. a pro-
tocol implementation,canbeacceleratedusingsystemspe-
cialization[31], extensiblekernels[5, 12, 34], layeredpath
organisation[30], etc. Two alternativesto thepureµ-kernel
approach,graftingandtheExokernelidea,arediscussedin
moredetail in Section7.

Mostof theperformanceevaluationresultspublishedelse-
wheredealwith partsof the Unix functionality. An analy-
sis of two completeUnix-like OS implementationsregard-
ing memory-architecture-basedin�uences, is describedin
[8]. Currently, we do not know of any other full Unix
implementationon a second-generationµ-kernel. And we
know of no otherrecentend-to-endperformanceevaluation
of µ-kernel-basedOSpersonalities.We foundnosubstantia-
tion for the“commonknowledge”thatearlyMach3.0-based
Unix single-server implementationsachieveda performance
penaltyof only 10% comparedto bareUnix on the same
hardware.For newerhardware,[9] reportspenaltiesof about
50%.

3 L4 Essentials

TheL4 µ-kernel[22] is basedontwo basicconcepts,threads
andaddressspaces.A threadis anactivity executinginside
anaddressspace.Cross-address-spacecommunication,also
calledinter-processcommunication(IPC),is oneof themost
fundamentalµ-kernelmechanisms.Otherformsof commu-
nication,suchasremoteprocedurecall (RPC)andcontrolled
threadmigrationbetweenaddressspaces,canbeconstructed
from theIPCprimitive.

A basic idea of L4 is to supportrecursive construction
of addressspacesby user-level serversoutsidethe kernel.
Theinitial addressspaces 0 essentiallyrepresentsthephys-
ical memory. Furtheraddressspacescanbeconstructedby
granting, mappingandunmapping�e xpages,logical pages
of size2n, rangingfrom onephysicalpageup to a complete
addressspace.Theownerof anaddressspacecangrantor
mapany of its pagesto anotheraddressspace,providedthe
recipientagrees.Afterwards,the pagecanbe accessedin
both addressspaces.The owner canalsounmapany of its
pagesfrom all otheraddressspacesthat received the page
directly or indirectly from the unmapper. The threebasic
operationsaresecuresincethey work on virtual pages,not
on physicalpageframes.So the invoker canonly mapand
unmappagesthathavealreadybeenmappedinto its own ad-
dressspace.

All addressspacesarethusconstructedandmaintainedby
user-level servers, also calledpagers; only the grant,map
and unmapoperationsare implementedinside the kernel.
Whenever a pagefault occurs, the µ-kernel propagatesit
via IPC to the pagercurrentlyassociatedwith the faulting
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thread. The threadscan dynamicallyassociateindividual
pagerswith themselves. This operationspeci�es to which
user-level pagertheµ-kernelshouldsendthepage-faultIPC.
The semanticsof a pagefault is completelyde�ned by the
interactionof userthreadandpager. Sincethebottom-level
pagersin the resultingaddress-spacehierarchyare in fact
main-memorymanagers,this schemeenablesa variety of
memory-managementpoliciesto be implementedon top of
theµ-kernel.

I/O portsaretreatedaspartsof addressspacessothatthey
canbemappedandunmappedin thesamemannerasmem-
ory pages.HardwareinterruptsarehandledasIPC. The µ-
kernel transformsan incoming interrupt into a messageto
theassociatedthread.This is thebasisfor implementingall
devicedriversasuser-level serversoutsidethekernel.

In contrastto interrupts,exceptionsand traps are syn-
chronousto the raising thread. The kernelsimply mirrors
themto the userlevel. On the Pentiumprocessor, L4 mul-
tiplexesthe processor's exceptionhandlingmechanismper
thread:anexceptionpushesinstructionpointerand�ags on
the thread's user-level stackandinvokesthe thread's (user-
level) exceptionor traphandler.

A Pentium-speci�cfeatureof L4 is the small-address-
spaceoptimization. Whenever the currently-usedportion
of an addressspaceis “small”, 4MB up to 512MB, this
logical spacecanbe physicallysharedthroughall pageta-
bles and protectedby Pentium's segmentmechanism.As
describedin [22], this simulatesa taggedTLB for context
switchingto andfrom small addressspaces.Sincethe vir-
tualaddressspaceis limited, thetotalsizeof all smallspaces
is alsolimited to 512MB by default. The describedmech-
anismis solely usedfor optimizationanddoesnot change
thefunctionalityof thesystem.As soonasa threadaccesses
dataoutsideits currentsmallspace,thekernelautomatically
switchesit backto thenormal3GB spacemodel. Within a
singletask,somethreadsmight usethe normallarge space
while othersoperateon thecorrespondingsmallspace.

Pentium — Alpha — MIPS

Originally developedfor the 486 andPentiumarchitecture,
experimentalL4 implementationsnow exist for Digital'sAl-
pha21164[33] andMIPSR4600[14]. Bothnew implemen-
tationsweredesignedfrom scratch.L4/Pentium,L4/Alpha
andL4/MIPS aredifferentµ-kernelswith the samelogical
API. However, the µ-kernel-internalalgorithmsandthe bi-
naryAPI (useof registers,word andaddresssize,encoding
of the kernel call) are processordependentand optimized
for eachprocessor. Compilerand librarieshide the binary
API differencesfrom theuser. Themostrelevantuser-visible
differenceprobablyis that thePentiumµ-kernelrunsin 32-
bit modewhereastheothertwo are64-bit-modekernelsand
thereforesupportlargeraddressspaces.

TheL4/Alpha implementationis basedon a completere-
placementof Digital's original PALcode [11]. Short,time-
critical operationsarehand-tunedandcompletelyperformed

in PALcode. Longer, interruptibleoperationsenter PAL-
code,switchto kernelmodeandleave PALcodeto perform
the remainderof the operationusingstandardmachinein-
structions. A comparisonof IPC performanceof the three
L4 µ-kernelscanbefoundin [25].

4 Lin ux on Top of L4

Many classicalsystemsemulateUnix on top of a µ-kernel.
For example,monolithicUnix kernelswereportedto Mach
[13, 15] andChorus[4]. Very recently, a single-server ex-
perimentwasrepeatedwith Linux andnewer, optimizedver-
sionsof Mach[10].

To add a standardOS personalityto L4, we decidedto
portLinux. Linux is stable,performswell, andis on theway
to becominga de-factostandardin thefreewareworld. Our
goalwasa 100%-Linux-compatiblesystemthatcouldoffer
all thefeaturesand�e xibility of theunderlyingµ-kernel.

To keeptheportingeffort low, we decidedto forego any
structuralchangesto theLinux kernel. In particular, we felt
that it wasbeyondour meansto tuneLinux to our µ-kernel
in theway theMachteamtunedtheir single-server Unix to
thefeaturesof Mach.As a result,theperformancemeasure-
mentsshown canbeconsidereda baselinecomparisonlevel
for theperformancethatcanbeachievedwith moresigni�-
cantoptimizations.A positive implicationof this designde-
cisionis thatnew versionsof Linux canbeeasilyadaptedto
oursystem.

4.1 Lin ux Essentials

Althoughoriginally developedfor x86processors,theLinux
kernelhasbeenportedto severalotherarchitectures,includ-
ing Alpha, M68k and SPARC [27]. Recentversionscon-
taina relatively well-de�ned interfacebetweenarchitecture-
dependentandindependentpartsof thekernel[17]. All in-
terfacesdescribedin this papercorrespondto Linux version
2.0.

Linux' architecture-independentpartincludesprocessand
resourcemanagement,�le systems,networking subsystems
andall devicedrivers.Altogether, theseareabout98%of the
Linux/x86 sourcedistribution of kernelanddevice drivers.
Although the device drivers belong to the architecture-
independentpart,many of themareof coursehardwarede-
pendent. Nevertheless,provided the hardware is similar
enough,they canbeusedin differentLinux adaptions.

Except perhapsexchangingthe device drivers, porting
Linux to a new platform shouldonly entail changesto the
architecture-dependentpart of the system. This part com-
pletely encapsulatesthe underlyinghardware architecture.
It providessupportfor interrupt-serviceroutines,low-level
device driver support(e.g., for DMA), andmethodsfor in-
teractionwith userprocesses.It alsoimplementsswitching
betweenLinux kernelcontexts,copyin/copyout for transfer-
ring databetweenkernel and useraddressspaces,signal-
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ing, mapping/unmappingmechanismsfor constructingad-
dressspaces,andthe Linux system-callmechanism.From
theuser's perspective, it de�nes thekernel's applicationbi-
naryinterface.

For managingaddressspaces,Linux usesa three-level
architecture-independentpagetable scheme. By de�ning
macros,thearchitecture-dependentpartmapsit to theunder-
lying low-level mechanismssuchashardwarepagetablesor
softwareTLB handlers.

Interrupthandlersin Linux aresubdividedinto top halves
andbottomhalves. Tophalvesrunat thehighestpriority, are
directly triggeredby hardware interruptsand can interrupt
eachother. Bottomhalvesrun at thenext lower priority. A
bottom-halfhandlercanbeinterruptedby tophalvesbut not
by otherbottomhalvesor theLinux kernel.

4.2 L4Lin ux — Design and Implementa-
tion

We choseto befully binarycompliantwith Linux/x86. Our
test for compatibility was that any off-the-shelf software
for Linux shouldrun on L4Linux. Therefore,we usedall
application-binary-interfacede�nition header�les unmodi-
�ed from thenativeLinux/x86version.

In keeping with our decision to minimize L4-speci�c
changesto Linux, we restrictedall our modi�cations to the
architecture-dependentpart. Also, we restrictedourselves
from makingany Linux-speci�c modi�cations to the L4 µ-
kernel. Porting Linux was thereforealso an experiment
checkingwhetherperformancecanbeachievedwithoutsig-
ni�cant µ-kernel-directedoptimizationsin theLinux kernel,
andwhethertheL4 interfaceis truly generaland�e xible.

Undertheconstraintsmentionedabove, thenaturalsolu-
tion is thestraightforwardsingle-serverapproach,similar to
[13]: µ-kernel tasksareusedfor Linux userprocessesand
provide Linux servicesvia a singleLinux server in a sepa-
rateµ-kerneltask.This is indeedhow webeganourport.

The Lin ux Server (“Lin ux Kernel”). Native Linux
mapsphysicalmemoryone-to-oneto thethekernel'saddress
space. We usedthe sameschemefor the L4Linux server.
Upon booting, the Linux server requestsmemoryfrom its
underlyingpager. Usually, this is s 0, whichmapsthephysi-
calmemorythatisavailablefor theLinux personalityone-to-
oneinto theLinux server'saddressspace(seeFigure1). The
server thenactsasapagerfor theuserprocessesit creates.

For security reasons,the true hardware pagetablesare
keptinsideL4 andcannotbedirectlyaccessedby user-level
processes.As a consequence,the Linux server hasto keep
and maintainadditional logical pagetablesin its own ad-
dressspace. For the sake of simplicity, we use the orig-
inal Pentium-adaptedpagetablesin the server unmodi�ed
aslogical pagetables.Comparedto native Linux, this dou-
blesthememoryconsumptionby pagetables.Althoughcur-
rent memorypricing lets us ignore the additionalmemory

initial spaces0 (physicalmemory)
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Figure1: L4Linux AddressSpaces.Arrows denotemapping.The
Linux serverspacecanbeasubsetof s0. Althoughplottedassmallerboxes,
theuseraddressspacescanbelargerthantheserver's addressspace.

costs,doublebookkeepingcoulddecreasespeed.However,
thebenchmarksin Section5 suggestthat this is not a prob-
lem.

Only a single L4 threadis usedin the L4Linux server
for handlingall activities inducedby systemcallsandpage
faults. Linux multiplexes this threadto avoid blocking in
the kernel. Multithreadingat the L4 level might have been
moreelegantandfaster. However, it would have implied a
substantialchangeto theoriginalLinux kernelandwasthus
rejected.

The native uniprocessorLinux kernelusesinterruptdis-
abling for synchronizationand critical sections. SinceL4
alsopermitsprivilegeduser-level tasks,e.g. drivers,to dis-
able interrupts,we could use the existing implementation
withoutmodi�cation.

Interrupt Handling and Device Driver s. The L4 µ-
kernelmapshardwareinterruptsto messages(Figure2). The
Linux top-halfinterrupthandlersareimplementedasthreads
waiting for suchmessages,onethreadperinterruptsource:

interrupt handler thread:
do

wait for interrupt � L4-IPC � ;
top half interrupt handler ()

od .

Another threadexecutesall bottom halves oncethe pend-
ing tophalveshave beencompleted.Executingtheinterrupt
threadsandthebottom-halfthreadon a priority level above
that of the Linux server threadavoidsconcurrentexecution
of interrupthandlersandtheLinux server, exactly ason na-
tiveuniprocessorLinux.

interrupt
threadsbottom half threadthread

main

message
send

wakeup

L4
Interrupt

Device

Linux Server

Figure2: Interrupthandlingin L4Linux.
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SincetheL4 platformis nearlyidenticalto abarePentium
architectureplatform, we reusedmostof the device driver
supportfrom Linux/x86. As a result,we areableto employ
all Linux/x86devicedriverswithoutmodi�cation.

Lin ux User Processes. EachLinuxuserprocessis im-
plementedasanL4 task,i. e.anaddressspacetogetherwith
asetof threadsexecutingin thisspace.TheLinux servercre-
atesthesetasksandspeci�esitself astheir associatedpager.
L4 thenconvertsany Linux user-processpagefault into an
RPCto theLinux server. Theserverusuallyrepliesby map-
ping and/orunmappingone or more pagesof its address
spaceto/fromtheLinux userprocess.Thereby, it completely
controlstheLinux userspaces.

In particular, theLinux server mapstheemulationlibrary
andthe signalthreadcode(both describedin the following
paragraphs)into an otherwiseunusedhigh-addresspart of
eachuseraddressspace.

In accordancewith our decisionto keepLinux changes
minimal, the “emulation” library handlesonly communica-
tion with theLinux server anddoesnot emulateUnix func-
tionality on its own. For example,a ���������	� or 


���
� system
call is alwaysissuedto theserverandneverhandledlocally.

System-Call Mechanisms. L4Linux systemcalls are
implementedusing remoteprocedurecalls, i. e. IPCs be-
tweenthe userprocessesand the Linux server. Thereare
threeconcurrentlyusablesystem-callinterfaces:

1. a modi�ed version of the standardsharedC library
�

����������� whichusesL4 IPCprimitivestocall theLinux
server;

2. a correspondinglymodi�ed versionof the
�

��������� li-
brary;

3. a user-level exception handler (“trampoline”) which
emulatesthenativesystem-calltrapinstructionby call-
ing a correspondingroutinein the modi�ed sharedli-
brary.

The �rst two mechanismsareslightly faster, and the third
oneestablishestruebinary compatibility. Applicationsthat
arelinkedagainstthesharedlibrary automaticallyobtainthe
performanceadvantagesof the �rst mechanism.Applica-
tionsstaticallylinkedagainstanunmodi�ed

�

����� suffer the
performancedegradationof thelattermechanism.All mech-
anismscanbearbitrarilymixedin any Linux process.

Most of the available Linux software is dynamically
linkedagainstthesharedlibrary; many remainingprograms
canbestaticallyrelinkedagainstour modi�ed

�

��������� . We
considerthereforethetrampolinemechanismtobenecessary
for binarycompatibilitybut of secondaryimportancefrom a
performancepointof view.

As requiredby thearchitecture-independentpartof Linux,
the server mapsall available physicalmemoryone-to-one
into its own addressspace. Except for a small areaused

for kernel-internalvirtual memory, the server's virtual ad-
dressspaceis otherwiseempty. Therefore,all Linux server
threadsexecutein a smalladdressspaceswhich enablesim-
provedaddress-spaceswitchingby simulatinga taggedTLB
on the Pentiumprocessor. This affects all IPCs with the
Linux server: Linux systemcalls,pagefaultsandhardware
interrupts.AvoidingTLB �ushesimprovesIPCperformance
by at leasta factorof 2; factorsup to 6 arepossiblefor user
processeswith largeTLB workingsets.

ThenativeLinux/x86kernelalwaysmapsthecurrentuser
addressspaceinto thekernelspace.Copyin andcopyoutare
doneby simplememorycopy operationswheretherequired
addresstranslationis doneby hardware. Surprisingly, this
solutionturnedouttohavebadperformanceimplicationsun-
derL4 (seeSection4.3).

Instead,theL4Linux serverusesphysicalcopyin andcopy-
out to exchangedata betweenkernel and user processes.
For eachcopy operation,it parsestheserver-internallogical
pagetablesto translatevirtual useraddressesinto thecorre-
sponding“physical” addressesin theserver'saddressspace,
andthenperformsthecopy operationusingthephysicalad-
dresses.

Signaling. The native Linux kernel delivers signals to
user processesby directly manipulatingtheir stack, stack
pointerandinstructionpointer. For securityreasons,L4 re-
strictssuchinter-threadmanipulationsto threadssharingthe
sameaddressspace.Therefore,anadditionalsignal-handler
threadwasaddedto eachLinux userprocess(seeFigure3).
Uponreceiving a messagefrom theLinux server, thesignal
threadcausesthe main thread(which runs in the samead-
dressspace)to saveits stateandenterLinux by manipulating
themainthread'sstackpointerandinstructionpointer.

Linux Server

Linux User Process

(3)
Enter Linux

manipulate thread (2)user
thread

signal
thread

main
thread

resume (4) forward signal (1)

Figure3: Signaldeliveryin L4Linux. ArrowsdenoteIPC.Numbers
in parenthesesindicatethesequenceof actions.

The signal threadandthe emulationlibrary arenot pro-
tectedagainstthe main thread. However, the userprocess
canonly damageitself by modifying them. Global effects
of signaling,e.g. killing a process,areimplementedby the
Linux server. The signal threadonly noti�es the userpro-
cess.

Scheduling. All threadsmentionedabove arescheduled
by theL4 µ-kernel's internalscheduler. This leavesthe tra-
ditionalLinux �������
���

�

���� operationwith little work to do.
It only multiplexesthesingleLinux server threadacrossthe
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multiple coroutinesresultingfrom concurrentLinux system
calls.

Whenever a system call completesand the server's
reschedule�ag is not set(meaningthereis no urgentneed
to switch to a differentkernelcoroutine,or thereis nothing
to do in the kernel), the server resumesthe corresponding
userthreadand then sleepswaiting for a new system-call
messageor awakeupmessagefrom oneof theinterrupthan-
dling threads.

This behaviour resemblesthe original Linux scheduling
strategy. By deferringthe call to ����� �
���

�

���� until a pro-
cess'timesliceis exhaustedinsteadof callingit immediately
as soonas a kernel activity becomesready, this approach
minimizesthe numberof coroutineswitchesin the server
andgivesuserprocessesthechanceto make severalsystem
callspertimeslicewithoutblocking.

However, therecanbemany concurrentlyexecutinguser
processes,andtheactualmultiplexing of userthreadsto the
processoris controlledby theL4 µ-kernelandmostlybeyond
the control of the Linux server. Native L4 useshard pri-
oritieswith round-robinschedulingper priority. User-level
schedulerscandynamicallychangepriority andtimesliceof
any thread.Thecurrentversionof L4Linux uses10 mstime
slicesandonly 4 of 256priorities,in decreasingorder:inter-
rupttop-half,interruptbottom-half,Linux kernel,Linux user
process.As a result,Linux processesarecurrentlysched-
uledroundrobin without priority decay. Experimentsusing
moresophisticateduser-levelschedulersareplanned,includ-
ing onefor theclassicalUnix strategy.

Suppor ting Tagged TLBs or Small Spaces. TLBs
are becominglarger in order to hide the increasingcosts
of missesrelative to processorspeed. Dependingon the
TLB size,�ushing aTLB uponaddress-spaceswitchinduces
highmisscostsfor reestablishingtheTLB workingsetwhen
switchingbackto theoriginal addressspace.TaggedTLBs,
currentlyofferedby many processors,form thearchitectural
basisto avoid unnecessaryTLB �ushes. For the Pentium
processor, small addressspacesoffer a possibility to emu-
lateTLB tagging.However, frequentcontext switches— in
the nearfuture,we expecttime slicesin the orderof 10 µs
— canalsoleadto TLB con�icts having effectscomparable
to �ushes. Two typical problems:(1) dueto extensive use
of hugelibraries, the `hello-world' programcompiledand
linkedin theLinux standardfashionhasatotalsizeof 80KB
andneeds32TLB entriesto execute;(2) identicalvirtual al-
locationof codeanddatain all addressspacesmaximizes
TLB con�icts betweenindependentapplications. In many
cases,theoverall effect might benegligible. However some
applications,e.g., a predictablemulti-media�le systemor
active routing,mightsuffer signi�cantly.

Constructing small, compact, application-dependent
address-spacelayoutscanhelpto avoid thementionedcon-
�icts. For this reason,L4Linux offers a speciallibrary per-
mitting thecustomizationof thecodeanddatausedfor com-

municatingwith the L4Linux server. In particular, the em-
ulationlibrary andthesignalthreadcanbemappedcloseto
theapplicationinsteadof alwaysmappingto thedefaulthigh
address-spaceregion. By usingthis library, specialservers
canbebuilt thatcanexecutein smalladdressspaces,avoid-
ing systematicallocationcon�icts with standardLinux pro-
cesses,while neverthelessusingLinux systemcalls. Exam-
plesof suchserversarethepagersusedfor implementingthe
memoryoperationsdescribedin Section6.2.

4.3 The Dual-Space Mistake

In the engineeringsciences,learning about mistakes and
deadendsin designis asimportantastelling successstories.
Therefore,this sectiondescribesa majordesignmistake we
madein anearlyversionof L4Linux.

For eachLinux process,native Linux/x86 createsa 4GB
addressspacecontainingboth the userspaceand the ker-
nel space.This makesit very simple for the Linux kernel
to accessuserdata: addresstranslationandpage-fault sig-
naling are doneautomaticallyby the hardware. We tried
to imitate this approachby also mappingthe currentpro-
cess'useraddressspaceinto theLinux server'saddressspace
(Figure4). Theimplementationusingauser-level pagerwas
simple.However, wecouldnotmapmultiple2.5GB Linux-
processspacessimultaneouslyinto theserver's3GB address
space.Either theuser-spacemappinghadto bechangedon
eachLinux context switch or theserverspacehadtoberepli-
cated.Sincethe�rst methodwasconsideredtoo expensive,
we endedup creatingone server addressspaceper Linux
process.Codeanddataof theserverweresharedthroughall
server spaces.However, the server spacesdifferedin their
upperregionswhich hadmappedthe respective Linux user
space.

L4 address space of Linux server

L4 address space of Linux user process

simple memory copy

Linux kernel
space Linux process space

Linux process space

Figure4: Copyin/outusinghardware addresstranslationin
an early versionof L4Linux. Arrows denotememoryread/writeop-
erations.

Replicatingtheserver space,unfortunately, alsorequired
replicatingthe server thread. To preserve the single-server
semanticsrequiredby theuniprocessorversionof Linux, we
thushadto addsynchronizationto the Linux kernel. Syn-
chronizationrequiredadditionalcyclesandturnedout to be
nontrivial anderror-prone.

Evenworse,3GB Linux-serverspacesmadeit impossible
to usethesmall-spaceoptimizationemulatingtaggedTLBs.
Sinceswitchingbetweenuserandserverthereforealwaysre-
quireda TLB �ush, the Linux server hadto re-establishits
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TLB working setfor everysystemcall or pagefault. Corre-
spondingly, theuserprocesswaspenalizedby reloadingits
TLB workingsetuponreturnfrom theLinux server.

We discardedthis dual-spaceapproachbecauseit was
complicatedandnot very ef�cient; � ���
���	� took 18 µs in-
steadof 4 µs. Instead,we decidedto usethe single-space
approachdescribedin Section4.2: only oneaddressspace
perLinux userprocessis requiredandtheserverspaceis not
replicated.However, virtual addresseshave to betranslated
bysoftwaretophysicaladdressesfor any copyin andcopyout
operation.

Ironically, analyticalreasoningcouldhaveshown usprior
to implementationthat thedual-spaceapproachcannotout-
performthesingle-spaceapproach:ahardwareTLB misson
the Pentiumcostsabout25 cycleswhenthe page-tableen-
trieshit in thesecond-levelcachebecausethePentiumMMU
doesnot loadpage-tableentriesinto theprimarycache.On
the sameprocessor, translatinga virtual addressby soft-
waretakesbetween11and30cycles,dependingonwhether
the logical page-tableentrieshit in the �rst-level or in the
second-level cache.In general,hardwaretranslationis nev-
erthelesssigni�cantly fasterbecausethe TLB cachestrans-
lations for later reuse. However, the dual-spaceapproach
systematicallymadethis reusefor the next systemcall im-
possible:dueto thelargeserveraddressspace,theTLB was
�ushed everytime theLinux-serverwascalled.

4.4 The Resulting L4Lin ux Adaption

Table1 comparesthesourcecodesizeof theL4Linux adap-
tion with the size of the native Linux/x86 adaptionand
the Linux kernel. Commentlines and blank lines are not
counted.2000linesof theoriginalx86-dependentpartcould
bereusedunchangedfor theL4 adaption;6500new linesof
codehadto bewritten. Startingfrom L4 andLinux, it took
about14 engineermonthsto build the L4Linux system,to
stabilizeit andto preparetheresultspresentedin thispaper.

linesof C code

Linux/x86 L4Linux

architecture 2,500 6,500
dependent 2,000 � 2,000
part 4,500 8,500

Linux kernel 105,000
drivers 232,700

Table1: Source-codelinesfor Linux/x86andL4Linux.

We appearto havebeensuccessfulin oureffort of achiev-
ing full Linux binary compatibility. We have usedthe sys-
tem as a developmentenvironmentand regularly usesuch
applicationsastheX Window system,Emacs,Netscapeand
X-Pilot. L4Linux appearsto be stable,and,aswe'll show,
canrun suchextremestresstestastheAIM benchmark[2]
to completion.

5 Compatibility Performance

In thissection,wediscusstheperformanceof L4Linux from
theperspectiveof pureLinux applications.Theconservative
criterion for acceptinga µ-kernelarchitectureis that exist-
ing applicationsarenot signi�cantly penalized.Soour �rst
questionis

� What is thepenaltyof usingL4Linux insteadof native
Linux?

To answerit, we ran identicalbenchmarkson native Linux
andonL4Linux usingthesamehardware.Our secondques-
tion is

� Doesthe performanceof theunderlyingµ-kernelmat-
ter?

To answerit, we compareL4Linux to MkLinux [10], an
OSF-developedport of Linux running on the OSF Mach
3.0 µ-kernel. MkLinux and L4Linux differ basically in
the architecture-dependentpart, except that the authorsof
MkLinux slightly modi�ed Linux' architecture-independent
memorysystemto getbetterperformanceon Mach. There-
fore,weassumethatperformancedifferencesaremostlydue
to theunderlyingµ-kernel.

First, we compareL4Linux (which always runs in user
mode)to the MkLinux variantthat alsorunsin usermode.
Machis knownfor slow user-to-userIPCandexpensiveuser-
level page-faulthandling [5, 21]. Sobenchmarksshouldre-
port a distinctdifferencebetweenL4Linux andMkLinux if
the µ-kernelef�ciency in�uencesthe whole systemsigni�-
cantly.

A fasterversionof MkLinux usesa co-locatedserver run-
ning in kernelmodeandexecutinginsidetheµ-kernel's ad-
dressspace. Similar to Chorus' supervisortasks[32], co-
located(in-kernel) servers communicatemuch more ef�-
cientlywith eachotherandwith theµ-kernelthanuser-mode
serversdo. However, in orderto improve performance,co-
locationviolatestheaddress-spaceboundariesof a µ-kernel
system,which weakenssecurityand safety. So our third
questionis

� How muchdoesco-locationimproveperformance?

Thisquestionis evaluatedby comparinguser-modeL4Linux
to thein-kernelversionof MkLinux.

5.1 Measurement Methodology

To obtaincomparableandreproducibleperformanceresults,
the samehardwarewasusedthroughoutall measurements,
includingthoseof Section6: a 133MHz PentiumPCbased
on an ASUS P55TP4Nmotherboardusing Intel's 430FX
chipset,equippedwith a 256KB pipeline-burstsecond-level
cacheand64MB of 60nsFastPageModeRAM.

We usedversion2 of theL4 µ-kernel.
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L4Linux is basedon Linux version2.0.21,MkLinux on
version2.0.28.Accordingto the`Linux kernelchangesum-
maries'[7], only performance-neutralbug �x eswereadded
to 2.0.28,mostly in device drivers. We considerboth ver-
sionscomparable.

Microbenchmarksare usedto analyzethe detailedbe-
haviour of L4Linux mechanismswhile macrobenchmarks
measurethesystem'soverallperformance.

Differentmicrobenchmarksgivesigni�cantly differentre-
sultswhenmeasuringoperationswhich take only 1 to 5 µs.
Statisticalmethodslikecalculatingthestandarddeviationare
misleading:two benchmarksreportinconsistentresultsand
both calculatevery small standarddeviation andhigh con-
�dence. The reasonis that a deterministicsystemis being
measuredthatdoesnot behavestochastically. For fastoper-
ations,mostmeasurementerrorsaresystematic.Somerea-
sonsarecachecon�icts betweenmeasurementcodeandthe
systemto bemeasuredor miscalculationof themeasurement
overhead.We thereforedo not only reportstandarddevia-
tionsbut show differentmicrobenchmarks.Theirdifferences
give an impressionof the absoluteerror. Fortunately, most
measuredtimesare large enoughto show only small rela-
tive deviations. For largeroperations,the above mentioned
systematicerrorsprobablyaddupto apseudo-stochasticbe-
haviour.

5.2 Microbenc hmarks

For measuringthesystem-calloverhead,�����
���	� , theshort-
estLinux systemcall,wasexamined.To measureits costun-
der idealcircumstances,it wasrepeatedlyinvokedin a tight
loop. Table2showstheconsumedcyclesandthetimeperin-
vocationderivedfrom thecyclenumbers.Thenumberswere
obtainedusingthecyclecounterregisterof thePentiumpro-
cessor. L4Linux needsapproximately300cyclesmorethan
native Linux. An additional230 cyclesarerequiredwhen-
everthetrampolineis usedinsteadof thesharedlibrary. Mk-
Linux shows 3.9 times(in-kernel)or 29 times(usermode)
higher system-callcoststhan L4Linux using the sharedli-
brary. Unfortunately, L4Linux still needs2.4 timesasmany
cyclesasnativeLinux.

System Time Cycles

Linux 1.68µs 223

L4Linux 3.95µs 526

L4Linux (trampoline) 5.66µs 753

MkLinux in-kernel 15.41µs 2050

MkLinux user 110.60µs 14710

Table2: ���������
	 system-callcostsonthedifferentimplemen-
tations.(133MHz Pentium)

Figure5 showsamoredetailedbreakdownof theL4Linux
overhead.Undernative Linux, thebasicarchitecturalover-
headfor enteringandleaving kernelmodeis 82 cycles,the

Client Cycles Server

enteremulationlibrary 20
sendsystemcall message 168 wait for message

131 — LINUX —
receive reply 188 sendreply
leave emulationlibrary 19

526

Figure5: Cyclesspentfor ���������
	 in L4Linux. (133MHz Pen-
tium)

barehardwarecosts.In L4Linux, it correspondsto two IPCs
taking 356 cyclesin total. After deductingthe basicarchi-
tecturaloverheadfrom the total system-callcosts,141 cy-
clesremainfor native Linux, 170 cyclesfor L4Linux. The
small differenceof bothvaluesindicatesthat indeedIPC is
themajorcausefor additionalcostsin L4Linux.

When removing the part called LINUX in Figure 5, the
L4Linux overheadcoderemains.It uses45 cachelines,9%
of the�rst-level cache,includingthecacheL4 needsfor IPC.

The lmbench [29] microbenchmarksuitemeasuresbasic
operationslike systemcalls, context switches,memoryac-
cesses,pipe operations,network operations,etc.by repeat-
ing the respective operationa large numberof times. lm-
bench'smeasurementmethodshave recentlybeencriticized
by Brown andSeltzer[6]. Their improvedhbench:OSmi-
crobenchmarksuitecoversa broaderspectrumof measure-
mentsandmeasuresshortoperationsmoreprecisely. Both
benchmarkshave basicallybeendevelopedto comparedif-
ferenthardwarefrom theOSperspective andthereforealso
includea varietyof OS-independentbenchmarks,in partic-
ular measuringthe hardwarememorysystemandthe disk.
Sincewealwaysusethesamehardwarefor ourexperiments,
we presentonly the OS-dependentparts. The hardware-
relatedmeasurementsgave indeedthe sameresultson all
systems.

Table3 shows selectedresultsof lmbench andhbench. It
comparesnative Linux, L4Linux with andwithout trampo-
line, andbothversionsof MkLinux. Figure6 plotstheslow-
down of L4Linux, co-locatedanduser-modeMkLinux, nor-
malizedto native Linux. Both versionsof MkLinux have a
muchhigherpenaltythanL4Linux. Surprisingly, the effect
of co-locationis rathersmallcomparedto theeffectof using
L4. However, even the L4Linux penaltiesarenot aslow as
wehoped.

5.3 Macrobenc hmarks

In the �rst macrobenchmarkexperiment,we measuredthe
time neededto recompile the Linux server (Figure 7).
L4Linux was 6–7% slower than native Linux but 10–20%
fasterthanbothMkLinux versions.

A more systematicevaluationwas doneusing the com-
mercialAIM multiuserbenchmarksuite VII. It usesLoad
Mix Modeling to testhow well multiusersystemsperform
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L4Linux

Figure6: lmbench results,normalizedto nativeLinux. Thesearepresentedasslowdowns: a shorterbar is a betterresult. 
 lat � is a latency
measurement,
 bw�

1
� theinverseof a bandwidthone.Hardwareis a133MHz Pentium.

Linux 476s
L4Linux 506s (+6.3%)
L4Linux (trampo) 509s (+6.9%)
MkLinux (kernel) 555s (+16.6%)
MkLinux (user) 605s (+27.1%)

Figure7: Realtimefor compilingtheLinuxServer. (133MHz
Pentium)

underdifferentapplicationloads[2]. (TheAIM benchmark
resultspresentedin thispaperarenotcerti�ed by AIM Tech-
nology.)

AIM usestheshared
�

����������� sothatthetrampolineover-
headis automaticallyavoided.Dependingonsimulatedload,
Figures8 and 9 show the requiredtime and the achieved
throughput(jobsperminute)for nativeLinux, L4Linux, and
bothMkLinux versions.TheAIM benchmarksuccessively
increasestheloaduntil themaximumthroughputof thesys-
temis determined.(For this reason,it stopsat a lower load
for MkLinux thanfor L4Linux andnativeLinux.)

For native Linux, AIM measuresa maximumloadof 130
jobsperminute.L4Linux achieves123jobsperminute,95%
of native Linux. Thecorrespondingnumbersfor user-mode
MkLinux are81 jobsperminute,62%of native Linux, and
95 (73%)for thein-kernelversion.

Averagedover all loads,L4Linux is 8.3%slower thanna-
tive Linux, and 6.8% slower at the maximumload. This
is consistentwith the 6–7% we measuredfor recompiling
Linux.

User-modeMkLinux is onaverage49%slowerthannative
Linux, and 60% at its maximumload. The co-locatedin-
kernelversionof MkLinux is 29% slower on averagethan
Linux, and37%atmaximumload.

5.4 Anal ysis

The macrobenchmarksanswerour �rst question. The cur-
rent implementationof L4Linux comesreasonablycloseto
thebehavior of native Linux, evenunderhigh load. Typical
penaltiesrangefrom 5%to 10%.
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Test Linux L4Linux MkLinux
���������
	��

trampoline in-kernel user

lmbench Results
Latency [µs]

write to /dev/null 2.00 (0%) 5.26 (10%) 7.80 (6%) 24.33 (9%) 128.97 (2%)
Null Process 973 (1%) 2749 (4%) 2765 (1%) 3038 (1%) 3601 (1%)
SimpleProcess 7400 (1%) 12058 (2%) 12393 (1%) 14066 (1%) 19667 (1%)
/bin/shProcess 42412 (1%) 61115 (7%) 62353 (1%) 73201 (2%) 106853 (1%)
MmapLatency 52.20 (2%) 64.28 (7%) 69.35 (8%) 345.33 (2%) 566.06 (1%)
2-procctxsw 7.00 (0%) 16.22 (6%) 18.20 (6%) 78.67 (9%) 79.87 (7%)
8-procctxsw 12.40 (4%) 22.22 (6%) 28.00 (4%) 85.67 (3%) 96.26 (6%)

Pipe 29.00 (2%) 52.07 (7%) 69.40 (6%) 308.33 (1%) 722.42 (2%)
UDP 159.40 (3%) 243.02 (4%) 263.80 (2%) 613.33 (4%) 1040.26(2%)
RPC/UDP 321.40 (1%) 526.57 (3%) 528.80 (3%) 1095.33(4%) 1743.29(2%)
TCP 207.40 (2%) 287.57 (4%) 308.80 (5%) 562.00 (4%) 1047.03(2%)
RPC/TCP 459.60 (2%) 729.76 (5%) 736.20 (4%) 1243.33(4%) 2014.90(2%)

Bandwidth [MB/s]
Pipe 40.50 (2%) 37.61 (3%) 35.25 (3%) 13.11 (2%) 10.57 (2%)
TCP 18.03 (2%) 13.23 (2%) 13.41 (3%) 11.54 (1%) 10.88 (2%)
File reread 41.51 (1%) 40.43 (1%) 40.26 (3%) 37.51 (3%) 34.04 (2%)
Mmapreread 65.73 (1%) 54.96 (6%) 55.03 (7%) 61.54 (0%) 58.66 (7%)

hbench:OSResults
Latency [µs]

getpid 1.69 (0%) 4.55 (1%) 6.91 (1%) 19.14 (1%) 111.9 (1%)
write to /dev/null 2.74 (0%) 6.67 (5%) 8.20 (4%) 26.30 (1%) 124.1 (1%)
Null Process 983 (1%) 2561 (1%) 2904 (1%) 3101 (1%) 3572 (1%)
SimpleProcess 7490 (1%) 12431 (1%) 12433 (1%) 14144 (1%) 19255 (0%)
/bin/shProcess 40864 (3%) 58845 (1%) 57968 (1%) 69990 (1%) 100763 (1%)
MmapLatency 4KB 25.2 (0%) 35.0 (2%) 49.4 (2%) 242.7 (1%) 439.6 (1%)
MmapLatency 8MB 53.7 (1%) 54.0 (2%) 74.9 (1%) 360.1 (1%) 561.9 (1%)
ctx 0K 2 8.05 (2%) 17.1 (4%) 20.0 (3%) 69.6 (3%) 79.9 (2%)
ctx20K 2 8.45 (3%) 17.0 (3%) 16.7 (6%) 76.2 (2%) 88.6 (3%)

Pipe 31.0 (2%) 62.3 (3%) 78.99 (3%) 316.1 (1%) 721.6 (1%)
UDP 154 (1%) 214 (1%) 251 (3%) 625 (1%) 1037 (1%)
RPC/UDP 328 (2%) 554 (2%) 577 (3%) 1174 (1%) 1763 (1%)
TCP 206 (2%) 264 (2%) 302 (1%) 568 (1%) 1030 (1%)
RPC/TCP 450 (2%) 754 (2%) 760 (3%) 1344 (1%) 2035 (1%)

Bandwidth [MB/s]
Pipe64KB 40.3 (1%) 35.5 (1%) 32.6 (2%) 12.7 (1%) 10.4 (2%)
TCP64KB 18.8 (1%) 14.6 (1%) 14.1 (1%) 11.6 (1%) 9.4 (2%)
File read64/64 35.3 (1%) 34.5 (4%) 32.2 (1%) 32.7 (3%) 30.1 (4%)
Mmapreread64KB 97.5 (1%) 91.4 (1%) 78.8 (1%) 89.4 (1%) 77.7 (3%)

Table3: SelectedOS-dependentlmbench andhbench-OSresults.(133MHz Pentium.)Standarddeviationsareshown in parentheses.

Bothmacroandmicrobenchmarksclearlyindicatethatthe
performanceof theunderlyingµ-kernelmatters.We arepar-
ticular con�dent in this resultbecausewe did not compare
differentUnix variantsbut two µ-kernelimplementationsof
thesameOS.

Furthermore,all benchmarksillustratethatco-locationon
its own is not suf�cient to overcomeperformancede�cien-
cieswhenthebasicµ-kerneldoesnotperformwell. It would
beaninterestingexperimentto seewhetherintroducingco-
locationin L4 wouldhaveavisibleeffector not.

6 Extensibility Performance

No customerwoulduseaµ-kernelif it offeredonly theclas-
sical Unix API, even if the µ-kernel imposedzero penalty

on the OS personalityon top. So we have to ask for the
“addedvalue” the µ-kernel gives us. One such is that it
enablesspecialization(improvedimplementationof special
OSfunctionality[31]) andbuysusextensibility, i. e.,permits
theorthogonalimplementationof new servicesandpolicies
that are not coveredby and cannoteasily be addedto a
conventionalworkstationOS.Potentialapplication�elds are
databases,real-time,multi-mediaandsecurity.

In thissection,weareinterestedin thecorrespondingper-
formanceaspectsfor L4 with L4Linux runningon top. We
askthreequestions:

� Canwe addservicesoutsideL4Linux to improve per-
formanceby specializingUnix functionality?

� Canwe improvecertainapplicationsby usingnativeµ-
kernelmechanismsin additionto theclassicalAPI?
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� Can we achieve high performancefor non-classical,
Unix-incompatiblesystemscoexistingwith L4Linux?

Currently, thesequestionscanonly bediscussedon theba-
sisof selectedexamples.Theoverall quantitative effectson
largesystemsremainstill unknown. Nevertheless,we con-
siderthe“existenceproofs”of this sectionto bea necessary
preconditionto answerthe aforementionedquestionsposi-
tively for a broadvarietyof applications.

6.1 Pipes and RPC

It is widely acceptedthat IPC can be implementedsig-
ni�cantly fasterin a µ-kernel environment than in classi-
cal monolithic systems.However, applicationshave to be
rewritten to make useof it. Therefore,in this sectionwe
compareclassicalUnix pipes,pipe emulationsthroughµ-
kernelIPC,andblockingRPCto getanestimatefor thecost
of emulationonvariouslevels.

Wecomparefourvariantsof dataexchange.The�rst is the
standardpipemechanismprovidedby theLinux kernel: (1)
runsonnativeLinux/x86; (1a)runsonL4Linux andusesthe
sharedlibrary, (1b) usesthe trampolinemechanisminstead;
(1c) runson theuser-modeserver of MkLinux, and(1d) on
theco-locatedMkLinux server.

Although the next three variantsrun on L4Linux, they
do not usethe Linux server's pipe implementation.Asyn-
chronouspipesonL4 (2) is auser-level pipeimplementation
that runson bareL4, usesL4 IPC for communication,and
needsnoLinux kernel.TheemulatedpipesarePOSIXcom-
pliant, exceptthat they do not supportsignaling. SinceL4
IPC is strictly synchronous,an additionalthreadis respon-
sible for buffering andcross-address-spacecommunication
with thereceiver.

SynchronousRPC(3) usesblockingIPC directly, without
bufferingdata.This approachis not semanticallyequivalent
to the previousvariantsbut providesblocking RPCseman-
tics. We includeit in this comparisonbecauseapplications
usingRPCin many casesdo not needasynchronouspipes,
sothey canbene�t from thisspecialization.

For synchronousmappingRPC(4), thesendertemporarily
mapspagesinto thereceiver'saddressspace.Sincemapping
is a specialform of L4 IPC, it canbe freely usedbetween
userprocessesand is secure:mappingrequiresagreement
betweensenderandreceiverandthesendercanonly mapits
own pages.Themeasuredtimesincludethecostfor subse-
quentunmappingoperations.For hardwarereasons,latency
hereis measuredby mappingonepage,not onebyte. The
bandwidthmeasurementsmapaligned64KB regions.

For measurements,we usedthe correspondinglmbench
routines.They measurelatency by repeatedlysending1 byte
backandforth synchronously(ping-pong)andbandwidthby
sendingabout50MB in 64KB blocksto the receiver. The
resultsof Table4 show that the latency andthe bandwidth
of theoriginalmonolithicpipeimplementation(1) onnative

Linux canbeimprovedby emulatingasynchronouspipeop-
erationson synchronousL4 IPC (2). UsingsynchronousL4
RPC(2) requireschangesto someapplicationsbut deliversa
factorof 6 improvementin latency overnativeLinux.

System Latency Bandwidth

(1) Linux pipe 29µs 41MB/s

(1a)L4Linux pipe 46µs 40MB/s

(1b)L4Linux (trampoline)pipe 56µs 38MB/s

(1c)MkLinux (user)pipe 722µs 10MB/s

(1d)MkLinux (in-kernel)pipe 316µs 13MB/s

(2) L4 pipe 22µs 48–70MB/s

(3) synchronousL4 RPC 5 µs 65–105MB/s

(4) synchronousmappingRPC 12µs 2470–2900MB/s

Table4: PipeandRPCperformance. (133MHz Pentium.)Only
communicationcostsaremeasured,not the coststo generateor consume
data.

Sincethe bandwidthmeasurementmoves64KB chunks
of data,its performanceis basicallydeterminedby themem-
ory hardware, in particularby the direct-mappedsecond-
level cache.As proposedby JonathanShapiro[35], L4 IPC
simulatesa write-allocatecacheby prereadingthe destina-
tion areawhencopying longermessages.In the bestcase,
Linux allocatespagessuchthat sourceand destinationdo
not overlapin thecache;in theworstcase,thecopy opera-
tion �usheseverydataprior to itsnext usage.A similareffect
cancanbeseenfor L4 pipes.

Linux copiesdatatwice for pipecommunicationbut uses
only a �x ed one-pagebuffer in the kernel. Since,for long
streams,reading/writingthisbuffer alwayshit in theprimary
cache,this specialdoublecopy performsnearly as fast as
a singlebcopy. Thedeviation is smallbecausethe lmbench
programalwayssendsthesame64KB andthereceivernever
readsthedatafrom memory. As a consequence,thesource
dataneverhits theprimarycache,alwayshits thesecondary
cacheand the destinationdataalways missesboth caches
sincethePentiumcachesdonotallocatecachelinesonwrite
misses.

Method(4) achievesanearlyin�nite bandwidthdueto the
low costsof mapping.To preventmisinterpretations:in�nite
bandwidthonly meansthatthereceivergetsthedatawithout
communicationpenalty. Memory readsarestill requiredto
usethedata.

6.2 Vir tual Memor y Operations

Table5 shows the timesfor selectedmemorymanagement
operations.The �rst experimentbelongsto the extensibil-
ity category, i. e., it testsa featurethat is not availableun-
derpureLinux: Fault measuresthetimeneededto resolvea
pagefault by a user-de�ned pagerin a separateuseraddress
spacethatsimplymapsanexistingpage.Themeasuredtime
includesthe userinstruction,pagefault, noti�cation of the
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pagerby IPC, mappinga pageandcompletingthe original
instruction.

L4 Linux

Fault 6.2µs n/a

Trap 3.4µs 12µs

Appel1 12 µs 55µs

Appel2 10 µs 44µs

Table 5: Processortime for virtual-memorybenchmarks.
(133MHz Pentium)

The next three experimentsare taken from Appel and
Li [3]. We comparethe Linux versionwith an implemen-
tation usingnative L4 mechanisms.Trap measuresthe la-
tency betweena write operationto a write-protectedpage
and the invocationof the relatedexceptionhandler. Ap-
pel1 measuresthe time to accessa randomlyselectedpro-
tectedpagewherethefaulthandlerunprotectsthepage,pro-
tectssomeotherpageandandresumesthe faulting access
(`trap+prot1+unprot'). Appel2�rst protects100pages,then
accessesthemin a randomsequencewherethefaulthandler
only unprotectsthepageandresumesthefaultingoperation
(`protN+trap+unprot').For L4, we reimplementedthe fault
handlersby associatingaspecializedpagerto thethreadexe-
cutingthetest.Thenew pagerhandlesresolvablepagefaults
asdescribedabove andpropagatesunresolvablepagefaults
to theLinux server.

6.3 Cache Partitioning

Real-timeapplicationsneeda memorymanagementdiffer-
ent from theoneLinux implements.L4's hierarchicaluser-
level pagersallows boththeL4Linux memorysystemanda
dedicatedreal-timeoneto be run in parallel. This section
evaluateshow well thisworksin practice.

In real-timesystems,theoptimizationcriterion is not the
averagebut theworst-caseexecutiontime. Sincea real-time
taskhasto meetits deadlineunderall circumstances,suf�-
cient resourcesfor theworst-casemustalwaysbeallocated
andscheduled.The real-timeload is limited by the sumof
worst-caseexecutiontimes, worst-casememoryconsump-
tion, etc. In contrastto conventionalapplications,theaver-
agebehaviour is only of secondaryimportance.

All real-timeapplicationsrely on predictablescheduling.
Unfortunately, memorycachesmakeit veryhardto schedule
processortimepredictably. If two threadsusethesamecache
lines, executingboth threadsinterleaved increasesthe total
time not only by the context-switchingcostsbut addition-
ally by the cache-interferencecostswhich aremuchharder
to predict. If theoperatingsystemdoesnot know or cannot
control the cacheusageof all tasks,the cache-interference
costsareunpredictable.

In [26], we describedhow a main-memorymanager(a
pager)on topof L4 canbeusedto partitionthesecond-level

cachebetweenmultiple real-timetasksand to isolatereal-
timefrom timesharingapplications.

In one of the experiments,a 64 � 64-matrix multiplica-
tion is periodicallyinterruptedby a syntheticloadthatmax-
imizescachecon�icts. Uninterrupted,thematrixmultiplica-
tion takes10.9ms. Interruptedevery 100µs, its worst-case
executiontime is 96.1ms,a slowdown by a factorof 8.85.

In the cache-partitioningcase, the pager allocates 3
secondary-cachepagesexclusively to the matrix multipli-
cationout of a total of 64 suchpages.This neitheravoids
primary-cacheinterferencenor secondary-cachemissesfor
the matrix multiplicationwhosedataworking setis 64KB.
However, by avoiding secondary-cacheinterferencewith
other tasks, the worst-caseexecution time is reducedto
24.9ms,aslowdownof only 2.29.Fromareal-timeperspec-
tive, the partitionedmatrix multiplication is nearly4 times
“f aster”thantheunpartitionedone.

Allocating resourcesto the real-time systemdegrades
timesharingperformance. However, the describedtech-
niqueenablescustomizeddynamicpartitioningof systemre-
sourcesbetweenreal-timeandtimesharingsystem.

6.4 Anal ysis

PipesandsomeVM operationsareexamplesfor improving
Unix-compatiblefunctionalityby usingµ-kernelprimitives.
RPCandtheuseof user-level pagersfor VM operationsil-
lustratethatUnix-incompatibleor only partially compatible
functionscanbeaddedto thesystemthatoutperformimple-
mentationsbasedon theUnix API.

Thereal-timememorymanagementshowsthataµ-kernel
canoffer goodpossibilitiesfor coexisting systemsthat are
basedon completelydifferentparadigms.Thereis someev-
idencethat the µ-kernelarchitectureenablesto implement
high-performancenon-classicalsystemscooperatingwith a
classicaltimesharingOS.

7 Alternative Basic Concepts

In this section,we addressquestionswhethera mechanism
lower-level thanIPC or a graftingmodelcould improve the
µ-kernelperformance.

7.1 Protected Contr ol Transf ers

VM/370 [28] wasbuilt on theparadigmof virtualizing and
multiplexing the underlying hardware. Recently, Engler,
Kaashoekand O'Toole [12] applieda similar principle to
µ-kernels. Insteadof a completeone-to-onevirtualization
of the hardware (which had turnedout to be inef�cient in
VM/370), they supportselectedhardware-similarprimitives
andclaim: “The lower thelevel of aprimitive,themoreef�-
ciently it canbeimplementedandthemorelatitudeit grants
to implementorsof higher-level abstractions.” Insteadof
implementingabstractionslike IPC or addressspaces,only
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hardwaremechanismssuchasTLBs shouldbemultiplexed
andexportedsecurely.

From this point of view, IPC might be too high-level an
abstractionto beimplementedwith optimumef�ciency. In-
stead,aprotectedcontrol transfer(PCT)asproposedin [12]
might be more faster. PCT is similar to a hardware inter-
rupt: a parameterlesscross-address-spaceprocedurecall via
a callee-de�nedcall gate.

Indeed,whenwe startedthedesignof L4/Alpha, we �rst
hadtheimpressionthatPCTcouldbeimplementedmoreef-
�ciently thansimpleIPC.Weestimated30cyclesagainst80
cycles(noTLB or cachemissesassumed).

However, applying techniquessimilar to thoseusedfor
IPC-pathoptimization in the Pentiumversion of L4, we
endedup with 45 cyclesfor IPC versus38 cyclesfor PCT
on theAlphaprocessor. A detaileddescriptioncanbefound
in table6. The7 additionalcyclesrequiredfor IPC provide
synchronization,messagetransferandstackallocation.Most
server applicationsneedthesefeaturesand must therefore
spendthecyclesadditionallyto thePCTcosts.Furthermore,
IPC makes1-to-n messagessimplesinceit includesstarting
thedestinationthreads.

Operation PCT IPC Comment
enterPAL mode 5 5
openframe 7 7 setupstackframeto allow multiple

interrupts,TLB missesandsimplify
threadswitching

send/receive – 0.5 determineoperation
testreceivervalid 2 2
testnochief xfer – 0.5
receiveraccepts? – 1 canwedo thetransfer
setmy rcv timeout – 1
savercv parameters – 2 performthereceive
verify queuingstatus – 1 to set wakeup-queueinginvalid, if

timeoutNEVER
context switch 10 10 switchaddress-spacenumber
kernelthreadswitch – 6
setcallerid 2 – savecallerid for pct ret
�nd calleeentry 2 – pct entryaddressin callee
closeframe 7 7
leavePAL mode 2 2
total 38 45

Table6: PCTversusIPC; requiredcycleson Alpha21164.
For the PCT implementationwe madethe assumptionsthat (a) the entry

addressfor the calleeis maintainedin somekernel control structure;(b)

thecalleemustbeableto specifya stackfor thePCTcall or – if thecaller

speci�esit – thecalleemustbeableto checkit (thelattercaserequiresthe

kernelto supplythecallersidentity); (c) stackingof returnaddressandad-

dressspaceis needed.Thecyclesneededonuserlevel to checktheidentity

areleft outof thecomparison.

In addition,L4-styleIPCprovidesmessagediversion(us-
ing Clans& Chiefs[20, 23]). A messagecrossingaclanbor-
deris redirectedto theuser-level chiefof theclanwhichcan
inspectandhandlethemessage.This canbeusedasa basis
for theimplementationof mandatoryaccesscontrolpolicies
or isolationof suspiciousobjects.For securityreasons,redi-
rectionhasto be enforcedby the kernel. Clan-basedredi-
rectionalsoenablesdistributedIPCby meansof auser-level

network server. Eachmachineis encapsulatedby a clanso
thatinter-machineIPCis automaticallyredirectedto thenet-
work serverwhich forwardsit throughthenetwork.

Takingtheadditionallyrequireduser-level cyclesinto ac-
count, we currently seeno performancebene�t for PCT.
However, a conceptualdifferenceshouldbe noted: A PCT
takesthe threadto anotheraddressspaceso that the setof
active threadsdoesnot change.An IPC transfersa message
from asenderthreadto adestinationthread;boththreadsre-
main in their respective addressspacesbut thesetof active
threadschanges.Lazy schedulingtechniques[21] remove
theadditionalcostsof thesecondmodelsothatin mostcases
bothareequivalentfrom a performancepointof view.

However, IPCrequiresapreallocatedsystemresource,the
destinationthread.If n threadswant to executeRPCsto the
sameserver domainsimultaneously, at leastn threadshave
to beallocatedin theserver. This problemis not assigni�-
cantwith PCT: only n user-level stackshave to beallocated,
no kernelresources.On the otherhand,in the IPC model,
a server can easily preallocatekernel and user resources,
threadsandstacks,dedicatedto speci�c applications. This
helpsto implementguaranteedreal-timeservices.

7.2 Grafting

Grafting in generaldealswith the problemof how to in-
serta graft into a server. We concentrateon thespecialsit-
uation when this server is the kernel. We do not address
thesoftware-technologicaladvantagesandlimitationsof the
graftingmodel.Here,we areonly interestedwhetherdown-
loadingextensionsinto thekernelcouldperformbetterthan
executingthemasa user-level server (or downloadingthem
into a user-level server).

Graftsexecutingin kernelmodecan reducethe number
of user/kernel modeswitchesand address-spaceswitches.
However, they eitherhave to be completelytrustedor need
sand-boxing.

Varioussystemshavebeenbuilt on thatbasis.They range
from verypragmaticco-locationtechniques[1, 10] thatsim-
ply trust co-locatedcodeto more sophisticatedtechniques
thatcon�ne thepotentialdamageof kernelextensions.How-
ever, Section5 shows that simpleco-locationis not neces-
sarilyapromisingtechnique.Co-locatedMkLinux performs
worsethanuser-modeL4Linux.

Vino [34] introducesa sophisticatedyet expensive trans-
actionmechanism;Exokernel[12, 36] enablesapplication-
speci�c handlersusingavarietyof mechanismsrangingfrom
interpretableintermediatecodeto run timechecking.

SPIN [5] is an exampleof a well-performing,sophisti-
catedgraftingtechnique.Its kernelextensionsusecompile-
time sand-boxingas much as possibleand thus avoid ad-
ditional runtimesand-boxingoverheadexceptfor subscript
checking. Of the performanceresultspublishedin [5], the
virtual memory benchmarksfavor SPIN's approachmost.
This makes sense,becausefor thesetiny operations,the
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system-calland context-switching overheadcounts heav-
ily. Table5 shows equivalentbenchmarkson L4, running
in user-mode. The L4 times are between2 and 4.7 times
better(geometricmean: 3.1) than the times publishedfor
SPIN[5]. However, dueto thedifferenthardwareplatforms
(SPIN:133MHz Alpha 21064,L4: 133MHz Pentium)this
comparisonmustbe interpretedvery cautiously. Giventhat
both processorsare double-issue,usea large second-level
cacheandno byte operationsare requiredfor theseexam-
ples(which areexpensive on the Alpha), we think that the
currentimplementationsperformroughlycomparably;per-
hapsL4 is slightly faster.

Currently, it is still anopenquestionwhetherdownloading
graftsinto thekernelcanoutperformtheµ-kernelapproach.

8 Conc lusions

Thecomparisonof MkLinux andourLinux single-serverap-
proachon L4 demonstratesthat the performanceimprove-
mentsof second-generationµ-kernelssigni�cantly affectOS
personalitiesand applications. We demonstratedthat fast
IPC and ef�cient mappingabstractionsare more effective
thantechniquessuchasco-location.

Thecomparisonof L4Linux andmonolithicLinux shows
that in a practicalscenario,the penaltyfor usingµ-kernels
canbe kept somewherebetween5% and10% for applica-
tions. Whenworking on a workstationthereis no visible
differencewhetherthe workstationis runningnative Linux
or L4Linux.

Usinga few simpleexperiments,wecomparedextensibil-
ity using librariesand servers to extensibility usingkernel
extensionmechanisms.We foundno indicationthat kernel
extensionsachievebetterresults.

Thegoalof this work hasbeento understandwhetherthe
L4 µ-kernelcanprovide a basison which specializedappli-
cations,includingthosewith real-timerequirements,canbe
built suchthatthey runalongwith normaloperatingsystems
andtheir applicationson a singlemachine.The resultsde-
scribedin this paperencourageusto pursuethat line of de-
velopment.

Availability

L4 andL4Linux areavailablefrom theL4Linux Websiteat
� �����
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