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1 Research areas

*

Cryptography and computer security: Practice oriented provable security; secure pro-
tocols; authentication; MACSs; key distribution; signatures; encryption; zero-knowvledge;
implementations.

Complexity theory: Interactive and probabilistically chedable proofs; applications of these
to obtaining non-approximability results for optimzation problems; complexity of zero-
knowledge; randomnessin protocols and algorithms; computational learning theory.

2 Education

Massadtwsetts Institute of Tedinology

*

Ph.D in Computer Science, Septenrber 1991. Thesis title: Randomnessin Interactive
Proofs. Thesis supervisor: Prof. S. Micali.

Masters in Computer Science,Septenber 1988. Thesis title: A Signature SchemeBasal
on Trapdoor Permutations. Thesis supervisor: Prof. S. Micali.

California Institute of Tednology

*

B.S. with honors, June 1986. Subject: Mathematics. GPA 4.0. Classrank 4 out of 227.
Summer Undergraduate Researt Fellow 1984and 1985.

Ecole Activ e Bilingue, Paris, France

*

Baccalau®at SBrie C, June 1981.

3 Awards

*

*

RSA conferenceaward in mathematics, 2003, jointly with Phil Rogaway.

David and Lucille Padkard Foundation fellowship in scienceand Engineering,1996. (Twenty
awarded annually in all of Scienceand Engineering.)

NSF CAREER award, 1996.
IBM Faculty Partnership Award, 2001.
Publication [14] was the highest ranked paper at the Crypto 93 conference, 1993.

Publication [15] was the highest ranked paper at the 1st ACM Computer and Communi-
cations security conference,1993.

Publication [66] was the highest ranked paper at the 9th ACM Computer and Communi-
cations security conference,2002.

Publication [69] was the highest ranked paper at the CT-RSA conference,2003.
An IBM outstanding innovation award was given for HMA C (a data integrity algorithm
preseried in publication [25]), March 1997.

An IBM outstanding technical achievemen award wasgivenfor iKP (an electronic payment
protocol preseried in publication [48]), August 1996.
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x IBM invertion achievemen awards: April 1993and April 1995.

+x IBM author recognition awards: January 1993, June 1993,and Decenber 1993.
x  SpencerEaken Allmond Sdolarship, 1986.

x Carnation Prize, Caltech, 1985.

x Member, Tau Beta Pi honor scciety

Gran ts

x David and Lucille Pacard Foundation fellowship in scienceand Engineering. Period:
1996{2001. Amount: $575,000.

x NSF CAREER award. Period: 1996{2000. Amount: $200,000.

x NSF grant CCR-0098123 Designand Analysis of Cryptographic Protocolsfor SecureCom-
munication. Period: 2001{2004. Amount: $236,830.

x IBM Faculty Partnership Award. Period: 2001. Amount: $40,000.

x NSF grant ANR-0129617, Cryptographic Mechanisms for Internet Security. 2002{2005.
Amount: $218,585.

Professional Activities

x Program chair, Crypto 2000conference

x Program committee menber for the following conferences: Crypto 93; Eurocrypt 95;
Crypto 96; 29th Annual ACM Symposium on the theory of computing (STOC), 1997,
39th IEEE Symposium on Foundations of Computer Science(FOCS), 1998; Eurocrypt 99;
Principles of Distributed Computing (PODC), 1999; Symposium on Discrete Algorithms
(SODA), 2000;IEEE conferenceon Security and Privacy, 2001; Sigcomm2001;ACM Con-
ferenceon Computer and Communications Security, 2002; Crypto 2003; ACM Conference
on Computer and Communications Security, 2003.

x Member of the Advisory Editorial Board for the book CRC Handbook of Applied Cryp-
tography by A. Menezes,P. Van Oorschot, and S. Vanstone, CRC Press,1996.

x Refereedpapers for numerous journals including: Journal of the ACM; SIAM Journal on
Computing; Journal of Cryptology; IEEE/A CM Transactionson Networking; IEEE Trans-
actions on Systems,Man and Cybernetics; Information and Computation; IEEE Transac-
tions on Information Theory; IEEE Journal on Special Areasin Communications; Wireless
Network Journal; Computational Complexity; Information ProcessinglLetters; Mathemat-
ical and Computer Modelling; Information Systems;Theoretical Computer ScienceA; IBM
J. of Researt and Developmert.

*x Reviewed grant proposalsfor various funding agenciesncluding: NSF; Israel ScienceFoun-
dation; Researth Grants Council of Hong Kong.

Industrial relations

x Chief Cryptographer, Securivacy Coroporation.
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* Scierti ¢ advisory board member, Corestreet corporation.
x Scierti ¢ Advisor, CyberDog Communications.

7 Work Exp erience

x Professor, Dept. of Computer Scienceand Engineering, University of California at San
Diego, July 01{Presert.

x Asscciate Professor,Dept. of Computer Scienceand Engineering, University of California
at San Diego, June 97{June 01.

x Assistant Professor,Dept. of Computer Scienceand Engineering, University of California
at San Diego, Septenber 1995{May 97.

x Researtr Sta® Member, IBM T.J. Watson Researth Center, New York, Septenber 1991
{ Septenber 1995. Full time. Groups: Network security (Manager Dr. A. Herzberg)
and Network System Design (Manager Dr. R. Gu®rin). Responsible for design of secure
systems.

x Researt Assistant, Laboratory for Computer Science,MIT, various times from February
1987to Septenber 1991. Worked with ProfessorsS. Micali and S. Goldwasseron topics in
cryptography and complexity theory.

x Teading Assistart in the Department of Computer Science, MIT, various times from
February 1987 to Septenber 1991. Courses: Computability, Logic and Programming
(Instructor:  Prof. A. Meyer); Automata, computability and complexity ( Instructors:
Prof. S. Goldwasserand Prof. S. Micali); Introduction to Algorithms (Instructor: Prof. S. Gold-
wasser). Duties: teaching sections,drafting assignmems and exams.

x Undergraduate researd fellow at the California Institute of Tednology, June { August
1984. Designedand implemented a spreadsheetapplication in the ASK natural language
system. Supervisor: Prof. F. B. Thompson.

8 Impact

x HMAC, the messageauthentication scheme of publication [25], is part of the following
standards or proposedstandards:

— |IETF IPSEC Internet Draft Standard RFC

— ANSI X.9 keyed hash standard

— FIPS (Federal Information ProcessingStandard), by NIST

It is implemented in various products and systemsincluding BSAFE (RSA Data Security
Corporation); SSL(3.0and 3.1); S-HTTP; NetBSD; CDSA (Hewlett-P adkard corporation's
cryptographic API).

HMA C is presered in somerecert books, such as\Cryptograph y and Network Security,

Principles and Practice" by William Stallings, the \Handb ook of Applied Cryptography"
by Menezes,Van Oorschott and Vanstone,and \SSL and TLS" by Eric Rescorla.

x The RSA-OAEP (Optimal Asymmetric Encryption Padding) encryption procedureof pub-
lication [16] is part of the following standards or proposedstandards:
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— RSA PKCS#1 v2.0 (A standard by RSA corporation)

- |EEE P1363

It isimplemented in various products and systemsincluding SET; CDSA (Hewlett-P adard
corporation's cryptographic API).

OAEP isdiscussedn the \Handb ook of Applied Cryptography" by MenezesVan Oorscott
and Vanstone. OAEP is merntioned in a New York Times on the web article by Peter
Wayner, August 25th, 1998.

The DHIES (Dite-Hellman integrated encryption scheme) of publication [57] is part of
the following standards or proposedstandards:

— ANSI X9.63EC

- SEC

— |EEE P1363a

Mastercard and Visa's SET standard for credit card based electronic commerceis based
on the iKP family of electronic payment protocols, developed in publications [22, 48].

The PSS (Probabilistic Signature Scheme) of publication [24] is included in the IEEE
P1363adraft standard.

9 Teaching

*

Computabilit y and complexity (CSE 200){ Graduate core coursein the CSE Dept., UCSD,
1996,1997,1999,2000,2001,2002,2003.

Cryptography and network security (CSE207){ Graduate Intro duction to modern cryptog-
raphy, CSE Dept., UCSD, 1996,1997,1999,2001,2002.

Cryptography and Information Security{ A one week summer course,taught jointly with
Sha Goldwasserat MIT annually 1996{2002.

Introduction to the theory of computation (CSE 105){ Undergraduate coursein the CSE
Dept. at UCSD, 1996, 2002.

Mathematics for algorithms and systemsanalysis (CSE 21){ Undergraduate coursein the
CSE Dept. at UCSD, 1998,1999.

Intro duction to modern cryptography (CSE107){ Undergraduate coursein the CSE Dept. at
UCSD. 2001,2002,2003.

Advanced topics in cryptography (CSE291){ Graduate seminar on the design of secure
protocols, CSE Dept., UCSD, 1998, 2002.

Advancedtopics in cryptography (CSE291){ Graduate seminaron the electronic payment
medanisms, CSE Dept., UCSD, 2000.

10 Publications

10.1 Editor
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(1]

M. Bellare . Advancesin Cryptology { Crypto 2000,20th Annual International Cryp-
tology Conference, August 2000, Proceedings. Lecture Notes in Computer Science
Vol. 1880, Springer-Verlag, 2000.

10.2 Surv ey Articles

10.3

(2]

(3]

[4]

M. Bellare. Proof Cheding and Approximation: Towards Tight Results. SigactNews,
Vol 27, No 1, March 1996.

M. Bellare, R. Canetti and H. Kra wczyk. Messageauthentication using hash
functions: The HMA C construction. RSA Laboratories' CryptoBytes, Vol. 2, No. 1,
Spring 1996.

M. Bellare. Practice-oriented provable-securily. Proceedingsof First International

Workshop on Information Security (ISW 97), Lecture Notes in Computer Science
Vol. 1396, E. Okamoto, G. Davida and M. Mambo eds., Springer Verlag, 1998.Also in

Modern Cryptology in Theory and Practice, Lectures on Data Security series,Lecture
Notes in Computer ScienceTutorial, lvan Damdard, ed., Springer, 1999.

Publications on Cryptograph vy

[5]

(6]

[7]

(8]

9]

[10]

[11]

M. Bellare and S. Micali. How to signgivenany trap door function. Proceedingsof
the 20th Annual Symposium on the Theory of Computing, ACM, 1988and Advancesin

Cryptology { CRYPTO '88, Lecture Notesin Computer ScienceVol. 403, S. Goldwasser
ed., Springer-Verlag, 1988. [Preliminary version of [11].]

M. Bellare and S. Micali. Non-interactive oblivious transfer and its applications.
Advancesin Cryptology { CRYPTO '89, Lecture Notesin Computer ScienceVol. 435,
G. Brassard ed., Springer-Verlag, 1989.

M. Bellare and S. Gold wasser. New paradigmsfor digital signaturesand message
authentication basedon non-interactive zero-knonvledgeproofs. Advancesin Cryptology

{ CRYPTO '89, Lecture Notesin Computer ScienceVol. 435,G. Brassarded., Springer-

Verlag, 1989.

M. Bellare, L. Cowen and S. Gold wasser. On the structure of secretkey ex-
changeprotocols. Distributed Computing and Cryptography, Dimacs Seriesin Discrete
Mathematics and Theoretical Computer ScienceVolume 2, AMS/A CM, 1991.

M. Bellare, S. Micali and R. Ostr ovsky. Perfect zero-knovledge in constart
rounds. Proceedingsof the 22nd Annual Symposium on the Theory of Computing,
ACM, 1990.

M. Bellare, S. Micali and R. Ostr ovsky. The (true) complexity of statistical
zero-knowledge. Proceedingsof the 22nd Annual Symposium on the Theory of Com-
puting, ACM, 1990.

M. Bellare and S. Micali. How to sign given any trap door permutation. Journal of
the Asscaciation for Computing Machinery, Vol. 39, No. 1, January 1992, pp. 214-233.
[Journal version of [5].]
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[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]
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M. Bellare and O. Goldreich. On de ning proofs of knowledge.Advancesin Cryp-
tology { CRYPTO '92, Lecture Notes in Computer ScienceVol. 740, E. Brickell ed.,
Springer-Verlag, 1992.

M. Bellare and M. Yung. Certifying permutations: Non-interactive zero-knavledge
basedon any trap door permutation. Advancesin Cryptology { CRYPTO '92, Lecture
Notesin Computer ScienceVol. 740, E. Brickell ed., Springer-Verlag, 1992. [Preliminary
version of [23)].]

M. Bellare and P. Rogaway. Entity authentication and key distribution. Advances
in Cryptology { CRYPTO '93, Lecture Notesin Computer ScienceVol. 773,D. Stinson
ed., Springer-Verlag, 1993.

M. Bellare and P. Rogaway. Random oraclesare practical: a paradigm for de-
signing excient protocols. Proceedingsof the 1st Annual Conferenceon Computer and
Communications Security, ACM, 1993.

M. Bellare and P. Rogaway. Optimal asymmetric encryption. Advancesin Cryp-
tology { EUROCRYPT '94, Lecture Notesin Computer ScienceVol. 950, A. De Sartis
ed., Springer-Verlag, 1994.

M. Bellare, J. Kilian and P. Rogaway. The security of cipher block chaining.
Advancesin Cryptology { CRYPTO '94, Lecture Notesin Computer ScienceVol. 839,
Y. Desmedted., Springer-Verlag, 1994. [Preliminary version of [55].]

M. Bellare, ©O. Goldreich and S. Gold wasser. Incremenal cryptography: The
caseof hashing and signing. Advancesin Cryptology { CRYPTO '94, Lecture Notesin
Computer ScienceVol. 839, Y. Desmedted., Springer-Verlag, 1994.

M. Bellare, O. Goldreich and S. Gold wasser. Incremental cryptography with
application to virus protection. Proceedingsof the 27th Annual Symposium on the
Theory of Computing, ACM, 1995.

M. Bellare and P. Rogaway. Provably securesessionkey distribution{ the three
party case. Proceedingsof the 27th Annual Symposium on the Theory of Computing,
ACM, 1995.

M. Bellare, R. Gu8rin and P. Rogaway. XOR MACs: New methods for mes-
sage authentication using nite pseudorandom functions. Advancesin Cryptology {
CRYPTO '95, Lecture Notes in Computer ScienceVol. 963, D. Coppersmith ed.,
Springer-Verlag, 1995.

M. Bellare, J. Garay, R. Hauser, A. Herzber g, H. Kra wczyk, M. Steiner,
G. Tsudik and M. Waidner. iKP { A Family of SecureElectronic Payment Protocols.
Proceedingsof the First USENIX Workshop on Electronic Commerce,USENIX, 1995.

M. Bellare and M. Yung. Certifying permutations: Non-interactive zero-knavledge
basedon any trap door permutation. Journal of Cryptology, Vol. 9, No. 1, pp. 149{166,
Winter 1996. [Journal version of [13].]

M. Bellare and P. Rogaway. The exact security of digital signatures: How to sign
with RSA and Rabin. Advancesin Cryptology { EUROCRYPT '96, Lecture Notes in
Computer ScienceVol. 1070,U. Maurer ed., Springer-Verlag, 1996.
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[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

M. Bellare, R. Canetti and H. Kra wczyk . Keying hash functions for message
authentication. Advancesin Cryptology { CRYPTO '96, Lecture Notes in Computer
ScienceVol. 1109,N. Koblitz ed., Springer-Verlag, 1996.

M. Bellare, R. Canetti and H. Kra wczyk . Pseudorandomfunctions revisited:
The cascadeconstruction and its concretesecurity. Proceedingsof the 37th Symposium
on Foundations of Computer Science IEEE, 1996.

M. Bellare and S. Gold wasser. Veri able partial key escrav. Proceedingsof the
4th Annual Conferenceon Computer and Communications Security, ACM, 1997.

M. Bellare and D. Micciancio. A new paradigm for collision-free hashing: Incre-
mentalit y at reducedcost. Advancesin Cryptology { EUROCRYPT '97, Lecture Notes
in Computer ScienceVol. 1233,W. Fumy ed., Springer-Verlag, 1997.

M. Bellare, M. Jakobsson and M. Yung. Round-optimal zero-knowvledge argu-
ments basedon any one-way function. Advancesin Cryptology { EUROCRYPT '97,
Lecture Notes in Computer ScienceVol. 1233,W. Fumy ed., Springer-Verlag, 1997.

M. Bellare, S. Gold wasser and D. Micciancio. \Pseudo-random" number gen-
eration within cryptographic algorithms: The DSS case. Advancesin Cryptology {
CRYPTO '97, Lecture Notes in Computer ScienceVol. 1294,B. Kaliski ed., Springer-
Verlag, 1997.

M. Bellare and P. Rogaway. Collision-resistart hashing: towards making
UOWHFs practical. Advancesin Cryptology { CRYPTO '97, Lecture Notesin Com-
puter ScienceVol. 1294,B. Kaliski ed., Springer-Verlag, 1997.

M. Bellare, R. Impagliazzo and M. Naor. Does parallel repetition lower the
error in computationally sound protocols? Proceedingsof the 38th Symposium on
Foundations of Computer Science IEEE, 1997.

M. Bellare, A. Desai, E. Jokipi i and P. Rogaway. A concrete security treat-
ment of symmetric encryption. Proceedingsof the 38th Symposium on Foundations of
Computer Science IEEE, 1997.

M. Bellare and P. Rogaway. Minimizing the useof random oraclesin authenticated
encryption schemes.First International Conferenceon Information and Communication
Security (ICICS'97), Lecture Notes in Computer ScienceVol. 1334, T. Okamoto and
S. Qing, ed., Springer-Verlag, 1997.

M. Bellare, T. Kr ovetz and P. Rogaway. Luby Racko®backwards: Increasingse-
curity by making block ciphersnon-invertible. Advancesin Cryptology { EUROCRYPT
'98, Lecture Notes in Computer ScienceVol. 1403, K. Nyberg ed., Springer-Verlag,
1998.

M. Bellare, J. Garay and T. Rabin . Fast batch veri cation for modular exponen-
tiation and digital signatures. Advancesin Cryptology { EUROCRYPT '98, Lecture
Notesin Computer ScienceVol. 1403,K. Nyberg ed., Springer-Verlag, 1998.

M. Bellare, R. Canetti and H. Kra wczyk . A modular approac to the design
and analysis of authentication and key exchange protocols. Proceedingsof the 30th
Annual Symposium on the Theory of Computing, ACM, 1998.
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[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]
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M. Bellare, S. Halevi, A. Sahai and S. Vadhan. Many-to-one trap door functions
and their relation to public-key cryptosystems.Advancesin Cryptology { CRYPTO '98,
Lecture Notesin Computer ScienceVol. 1462,H. Krawczyk ed., Springer-Verlag, 1998.

M. Bellare, A. Desai, D. Pointchev al and P. Rogaway. Relations amongno-
tions of security for public-key encryption schemes.Advancesin Cryptology { CRYPTO
'98, Lecture Notes in Computer ScienceVol. 1462, H. Krawczyk ed., Springer-Verlag,
1998.

W. Aiello, M. Bellare, G. Di Crescenzo and R. Venka tesan. Security ampli-
“cation by composition: The caseof doubly-iterated, ideal ciphers. Advancesin Cryp-
tology { CRYPTO '98, Lecture Notesin Computer ScienceVol. 1462,H. Krawczyk ed.,
Springer-Verlag, 1998.

M. Bellare, J. Garay, C. Jutla and M. Yung. VarietyCash: a Multi-purp ose
electronic payment system. Proceedingsof the 3rd Usenix Workshop on Electronic
Commerce Usenix, 1998.

M. Bellare and P. Rogaway. On the construction of variable-input-length ciphers.
Proceedingsof the 6th Workshop on Fast Software Encryption, 1999.

M. Bellare and R. Rivest. Translucert cryptography { An alternativ eto key escraw,
and its implementation via fractional oblivious transfer. Journal of Cryptology, Vol. 12,
No. 2, 1999, pp. 117{140.

J. An and M. Bellare. Constructing VIL-MA Cs from FIL-MA Cs: Messageauthen-
tication under weakenedassumptions.Advancesin Cryptology { CRYPTO '99, Lecture
Notes in Computer ScienceVol. 1666, M. Wiener ed., Springer-Verlag, 1999.

M. Bellare, O. Goldreich and H. Kra wczyk . Statelessevaluation of pseudo-
random functions: Security beyond the birthday barrier. Advancesin Cryptology {
CRYPTO '99, Lecture Notesin Computer ScienceVol. 1666,M. Wiener ed., Springer-
Verlag, 1999.

M. Bellare and S. Miner . A forward-securedigital signature scheme. Advancesin
Cryptology { CRYPTO '99, Lecture Notes in Computer ScienceVol. 1666, M. Wiener
ed., Springer-Verlag, 1999.

M. Bellare and A. Sahai. Non-Malleable Encryption: Equivalence between Two
Notions, and an Indistinguishabilit y-Based Characterization. Advancesin Cryptology
{ CRYPTO '99, Lecture Notesin Computer ScienceVol. 1666,M. Wiener ed., Springer-
Verlag, 1999.

M. Bellare, J. Garay, R. Hauser, A. Herzber g, H. Kra wczyk, M. Steiner,
G. Tsudik, E. Van Herreveghen and M. Waidner. Design,implementation and
deploymert of the iKP secureelectronic payment system. IEEE Journal on Selected
Areas in Communications, Vol. 18, No. 4, 2000, pp. 611{627.

M. Bellare, A. Bold yrev a and S. Micali. Public-key Encryption in a Multi-User
Setting: Security Proofs and Improvemerns. Advancesin Cryptology { EUROCRYPT
'00, Lecture Notes in Computer ScienceVol. 1807, B. Preneel ed., Springer-Verlag,
2000.
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[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

M. Bellare, D. Pointchev al and P. Rogaway. Authenticated Key Exchange Se-
cure Against Dictionary Attacks. Advancesin Cryptology { EUROCRYPT '00, Lecture
Notes in Computer ScienceVol. 1807,B. Preneeled., Springer-Verlag, 2000.

M. Abdalla and M. Bellare .Increasingthe lifetime of akey: A comparitive analysis
of the security of rekeying techniques. Advancesin Cryptology { ASIACRYPT '00,
Lecture Notesin Computer ScienceVol. 1976, T. Okamoto ed., Springer-Verlag, 2000.

M. Bellare and A. Bold yrev a. The Security of Chatng and Winnowing. Ad-
vancesin Cryptology { ASIACRYPT '00, Lecture Notesin Computer ScienceVol. 1976,
T. Okamoto ed., Springer-Verlag, 2000.

M. Bellare and P. Rogaway. Encode-then-encipherencryption: How to exploit
noncesor redundancy in plaintexts for excient cryptography. Advancesin Cryptology
{ ASIACRYPT '00, Lecture Notes in Computer ScienceVol. 1976, T. Okamoto ed.,
Springer-Verlag, 2000.

M. Bellare and C. Namprempre . Authenticated Encryption: Relations among
notions and analysis of the generic composition paradigm. Advancesin Cryptology
{ ASIACRYPT '00, Lecture Notes in Computer ScienceVol. 1976, T. Okamoto ed.,
Springer-Verlag, 2000.

M. Bellare, J. Kilian and P. Rogaway. The security of the cipher block chaining
messageauthentication code. Journal of Computer and System SciencesVol. 61, No. 3,
Dec 2000, pp. 362{399. [Journal version of [17].]

M. Bellare, C. Namprempre, D. Pointchev al and M. Semanko. The Power
of RSA Inversion Oracles and the Security of Chaum's RSA-Based Blind Signature
Sctheme. Financial Cryptography '01, Lecture Notes in Computer ScienceVol. 2339,
P. Syversoned., Springer-Verlag, 2001.

M. Abdalla, M. Bellare and P. Rogaway. The Oracle Dize-Hellman Assump-
tions and an Analysis of DHIES. Topicsin Cryptology { CT-RSA '01, Lecture Notes
in Computer ScienceVol. 2020,D. Naccadte ed., Springer-Verlag, 2001.

J. An and M. Bellare . Does encryption with redundancy provide authenticity?
Advancesin Cryptology { EUROCRYPT '0l1, Lecture Notes in Computer Science
Vol. 2045,B. P tzmann ed., Springer-Verlag, 2001.

M. Bellare, M. Fischlin, S. Gold wasser, and S. Micali . Identi cation Protocols
SecureAgainst Reset Attacks. Advancesin Cryptology { EUROCRYPT '01, Lecture
Notes in Computer ScienceVol. 2045,B. P tzmann ed., Springer-Verlag, 2001.

M. Bellare, A. Bold yrev a, L. Knudsen and C. Namprempre . On-line ciphers
and the Hash-CBC construction. Advancesin Cryptology { CRYPTO '01, Lecture
Notes in Computer ScienceVol. 2139,J. Kilian ed., Springer-Verlag, 2001.

P. Rogaway, M. Bellare, J. Black and T. Kr ovetz . OCB: A block cipher
mode of operation for excient authenticated encryption. Proceedingsof the 8th Annual
Conferenceon Computer and Communications Security, ACM, 2001.

M. Bellare, A. Bold yrev a, A. Desai and D. Pointchev al. Key-privacy in
public-key encryption. Advancesin Cryptology { ASIACRYPT '01, Lecture Notes in
Computer ScienceVol. 2248, C. Boyd ed., Springer-Verlag, 2001.
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[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]
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M. Abdalla, J. An, M. Bellare and C. Namprempre . From identi cation to
signatures via the Fiat-Shamir transform: Minimizing assumptions for security and
forward-security. Advancesin Cryptology { EUROCRYPT '02, Lecture Notesin Com-
puter ScienceVol. 2332,L. Knudsened., Springer-Verlag, 2002.

M. Bellare and A. Pala cio. GQ and Sdnorr identi cation sdemes:Proofs of
security against impersonation under active and concurrent attack. Advancesin Cryp-
tology { CRYPTO '02, Lecture Notes in Computer ScienceVol. 2442, M. Yung ed.,
Springer-Verlag, 2002.

M. Bellare. A note on negligible functions. Journal of Cryptology Vol. 15, No. 4,
2002, pp. 271{284.

M. Bellare, T. Kohno and C. Namprempre. Authenticated Encryption in
SSH: Provably Fixing the SSH Binary Padket Protocol. Proceedingsof the 9th An-
nual Conferenceon Computer and Communications Security, ACM, 2002.

M. Bellare and G. Neven . Transitive Signaturesbasedon Factoring and RSA. Ad-
vancesin Cryptology { ASIACRYPT '02, Lecture Notesin Computer ScienceVol. 2501,
Y. Zhenged., Springer-Verlag, 2002. [Preliminary version of [82].]

M. Bellare, A. Bold yrev a and J. Staddon . Randomness-reusén multi-recipient
encryption schemes.Public-Key Cryptography '03, Lecture Notesin Computer Science
Vol. 2567,Y. Desmdedted., Springer-Verlag, 2003.

M. Bellare and B. Yee. Forward-security in private-key cryptography. Topics in
Cryptology { CT-RSA '03, Lecture Notes in Computer ScienceVol. 2612, M. Joye ed.,
Springer-Verlag, 2003.

M. Bellare and T. Kohno . A theoretical treatment of related-key attacks. Advances
in Cryptology { EUROCRYPT '03, Lecture Notes in Computer ScienceVol. 2656,
E. Biham ed., Springer-Verlag, 2003.

M. Bellare, D. Micciancio and B. Warinschi . Foundations of group signatures:
Formal de nitions, simpli ed requiremerts and a construction based on general as-
sumptions. Advancesin Cryptology { EUROCRYPT '03, Lecture Notes in Computer
ScienceVol. 2656, E. Biham ed., Springer-Verlag, 2003.

M. Bellare, C. Namprempre, D. Pointchev al and M. Semanko. The One-
More-RSA-Inversion Problems and the Security of Chaum's Blind Signature Stheme.
Journal of Cryptology Vol. 16, No. 3, 2003, pp. 185{215. [Journal version of [56].]

P. Rogaway, M. Bellare and J. Bla ck. OCB: A block cipher mode of operation
for excient authenticated encryption. ACM Transactions on Information and System
Security (TISSEC), Vol. 6, Iss. 3, August 2003, pp. 365{403. [Journal version of [61].]

M. Bellare, P. Rogaway and D. Wagner. The EAX Mode of Operation. Fast
Software Encryption '04, Lecture Notes in Computer ScienceVol. , ed., Springer-
Verlag, 2004.

M. Bellare, A. Bold yrev a and A. Pala cio. An uninstantiable random-oracle-
model scheme for a hybrid-encryption problem. Advancesin Cryptology { EURO-
CRYPT '04, Lecture Notesin Computer ScienceVol. 3027,C. Cachin and J. Camenish
ed., Springer-Verlag, 2004.
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Vol. 3027,C. Cachin and J. Camenisd ed., Springer-Verlag, 2004.
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ture Notesin Computer ScienceVol. 3027,C. Cadciin and J. Camenisdt ed., Springer-
Verlag, 2004.

M. Bellare, T. Kohno and C. Namprempre . Breaking and provably repairing the
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MAC paradigm. ACM Transactions on Information and System Security (TISSEC),
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zero-knowledge protocols. Advancesin Cryptology { CRYPTO '04, Lecture Notes in
Computer ScienceVol. 3152, M. Franklin ed., Springer-Verlag, 2004.

M. Bellare and A. Pala cio. Towards Plaintext-Aw are Public-Key Encryption with-
out Random Oracles. Advancesin Cryptology { ASIACRYPT '04, Lecture Notes in
Computer ScienceVol. 3329, P. J. Lee ed., Springer-Verlag, 2004.

M. Bellare, H. Shi and C. Zhang. Foundations of Group Signatures: The Case
of Dynamic Groups. Topicsin Cryptology { CT-RSA '05, Lecture Notes in Computer
ScienceVol. , ed., Springer-Verlag, 2005.

M. Bellare and G. Neven. Transitive Signatures: New Schemesand Proofs. IEEE
Transactionson Information Theory, Vol. 51, No. 6, June 2005, pp. 2133{2151.[Journal
version of [67].]

M. Abdalla, M. Bellare, D. Catalano, E. Kil tz, T. Kohno, T. Lange,
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ed., Springer-Verlag, 2005.

M. Bellare, K. Pietrzak and P. Rogaway. Improved Security Analyses for
CBC MACs. Advancesin Cryptology { CRYPTO '05, Lecture Notes in Computer
ScienceVol. 3621, V. Shoup ed., Springer-Verlag, 2005.

M. Bellare and A. Pala cio. Protecting against key-exposure: Strongly key-
insulated encryption with optimal threshold. Applicable Algebra in Engineering, Com-
munication and Computing, Vol. 16, No. 6, February 2006, pp. 379{396.
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M. Bellare, O. Goldreich and S. Gold wasser. Randomnesdn interactive proofs.
Proceedingsof the 31st Symposium on Foundations of Computer Science IEEE, 1990.
[Preliminary version of [91].]

[87] R. Beigel, M. Bellare, J. Feigenba um and S. Gold wasser. Languagesthat

are easierthan their proofs. Proceedingsof the 32nd Symposium on Foundations of
Computer Science IEEE, 1991.
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M. Bellare and E. Petrank. Making zero-knovledgeproversezcient. Proceedings
of the 24th Annual Symposium on the Theory of Computing, ACM, 1992.

M. Bellare . A technique for upper bounding the spectral norm with applications
to learning. Proceedingsof the Fifth Annual Workshop on Computational Learning
Theory, ACM, 1992.

M. Bellare and P. Rogaway. The complexity of approximating a nonlinear pro-
gram. Journal of Mathematical Programming B, Vol. 69, No. 3, pp. 429{441, Septenber
1995. Also in Complexity of Numerical Optimization, Ed. P. M. Pardalos, World Sci-
enti c, 1993.

M. Bellare, O. Goldreich and S. Gold wasser. Randomnesdn interactive proofs.
Computational Complexity, Vol. 3, No. 4, 1993, pp. 319{354. [Journal version of [86].]

M. Bellare, S. Gold wasser, C. Lund and A. Russell. Ezcient probabilistically
chedable proofs and applications to approximation. Proceedingsof the 25th Annual
Symposium on the Theory of Computing, ACM, 1993.

M. Bellare. Interactive proofs and approximation: reductions from two provers in
one round. Proceedingsof the Secondlsrael Symposium on Theory and Computing
Systems IEEE, 1993.

M. Bellare and M. Sudan. Improved non-appraximabilit y results. Proceedingsof
the 26th Annual Symposium on the Theory of Computing, ACM, 1994.

M. Bellare and S. Gold wasser. The complexity of decisionversusseard. SIAM
J. on Computing, Vol. 23, No. 1, February 1994.

M. Bellare and J. Rompel. Randomness-etciem oblivious sampling. Proceedings
of the 35th Symposium on Foundations of Computer Science IEEE, 1994.

M. Bellare, U. Feige and J. Kilian. On the role of sharedrandomnessn two prover
proof systems.Proceedingsof the Third Israel Symposium on Theory and Computing
Systems IEEE, 1995.

W. Aiello, M. Bellare, and R. Venka tesan. Knowledgeonthe average| perfect,
statistical and logarithmic. Proceedingsof the 27th Annual Symposium on the Theory
of Computing, ACM, 1995.

M. Bellare, 0. Goldreich and M. Sudan. Free bits, PCPs and non-
approximabilit y{ Towards tight results. Proceedingsof the 36th Symposium on Foun-
dations of Computer Science IEEE, 1995. [Preliminary version of [103.]

M. Bellare, D. Coppersmith, J. Hastad, M. Kiwi and M. Sudan. Linearity
testing in characteristic two. Proceedingsof the 36th Symposium on Foundations of
Computer Science IEEE, 1995. [Preliminary version of [101].]

M. Bellare, D. Coppersmith, J. Hastad, M. Kiwi and M. Sudan. Linearity
testing in characteristic two. IEEE Transactionson Information Theory Vol. 42, No. 6,
pp. 1781{1795,November 1996. [Journal version of [100.]

M. Bellare, J. Garay and T. Rabin. Distributed pseudo-randombit generators:
A new way to speed-upsharedcoin tossing. Proceedingsof the 15th Symposium on the
Principles of Distributed Computing, ACM, 1996.
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[103] M. Bellare, O. Goldreich and M. Sudan. Free bits, PCPs and non-
approximabilit y{ Towards tight results. SIAM J. on Computing, Vol. 27, No. 3, 1998,
pp. 804{915. [Journal version of [99].]

[104] A. Bar-No y, M. Bellare, M. Halld 8rsson, H. Shachnai and T. Tamir. On
chromatic sums and distributed resource allocation. Information and Computation,
Vol. 140, No. 2, February 1998, pp. 183{202.

[105] M. Bellare, O. Goldreich and E. Petrank. Uniform Generation of NP-witnesses
using an NP-oracle. Information and Computation, Vol. 163, 2000, pp. 510{526.

10.5 Technical reports and manuscripts

[106] M. Bellare . The spectral norm of nite functions. MIT Laboratory for Computer
ScienceTednical Report TR{465, 1991.

[107] M. Bellare, E. Basturk, C. S.Chow, and R. Gu#rin. Securetransport protocols
for high-speednetworks. IBM Researtt Report 19981,March 1994.

[108] M. Bellare and P. Rogaway. Distributing keys with perfect forward secrecy
Manuscript, January 1994.

[109] M. Bellare and S. Gold wasser. Encapsulated key escrav. MIT Laboratory for
Computer ScienceTednical Report 688, April 1996.

[110] M. Bellare. A note on negligible functions. Tednical Report CS97-529 Department
of Computer Scienceand Engineering, University of California at San Diego, March
1997.

10.6 Standards documents

[111] H. Kra wczyk, M. Bellare and R. Canetti . HMAC: Keyed-Hashingfor Message
Authentication. Internet RFC 2104 February 1997.

[112] M. Abdalla, M. Bellare and P. Rogaway. DHAES: An Encryption SchemeBased
on the Dite-Hellman Problem. Contribution to IEEE P1363,March 1999.

10.7 Patents

[113] M. Bellare, R. Gu#rin and P. Rogaway. Method and apparatus for data authen-
tication in a data communication ervironment. US Patent 5,673,318,Septenber 1997,
and US Patent 5,757,913 May 1998.

[114] M. Bellare and P. Rogaway. Method and apparatus for three party ertit y authen-
tication and key distribution using messageuthentication codes.US Patent 5,491,750,
February 1996.

[115] M. Bellare and P. Rogaway. Block cipher mode of operation for securelength
preserving encryption. US Patent 5,673,319,Septenber 1997.

[116] S. Gold wasser and M. Bellare. Time delayed key escrav. US Patent 5,768,388,
June 1998.
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[117] M. Bellare, J. Garay, C. Jutla and M. Yung. Method for electronic payment
systemwith issuercortrol. US Patent 5,999,625 Decenber 7, 1999.

[118] M. Bellare and P. Rogaway. Probabilistic signature scheme.US Patent 6,266,771
B1, July 24, 2001.

10.8 Publication summary

Publication venue Number of Publications
1st tier cryptography conferences:.Crypto & Eurocrypt 40
Other cryptography conferences:Asiacrypt, FSE, FC, CT- | 17
RSA, PKC, etc

1st tier security conferences:CCS 4
1st tier theory conferences:FOCS, STOC 18
Other theory conferences: 4
Journal 19
Survey article 3
Editor 1
Standards documert 2
Patent 6
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12 Presentations

12.1 Invited talks at conferences

1. Improvednon-appraximabilit y results. Mathematical Programming Symposium, Ann
Arb or, August 1994,

2. Freebits in PCP{ Towardstight non-approximabilit y results. Columbia Theory Day,
Columbia University, Septenber 1995.

3. Practice oriented provable security. Maryland Theory Day, JohnsHopkins University,
Baltimore, November 1996.

4. Practice oriented provable security. Invited talk at the Information security workshop,
Tokyo, Japan, Septenber 1997.

5. Practice oriented provable security: How to protect yourself against unanticipated
attacks. Invited talk at 3rd workshop on Elliptic Curve Cryptography (ECC '99),
Waterloo, Canada, November 1999.

6. The Provable-Security Approach to Authenticated Session-ky Exchange. Invited
talk at the 7th Annual Workshop on SelectedAreas in Cryptography (SAC 2000),
Waterloo, Canada, August 2000.

7. Provably-Secure Public-Key Cryptosystems. Invited talk at the 4th International
Workshop on Practice and Theory in Public Key Cryptography (PK C 2001), Cheju,
Korea, February 2001.

12.2 Invited lectures

8. Modern cryptography. Rowland Institute for Science,Cambridge, Massatusetts,
March 1991.

9. A concretesecurity treatment of symmetric encryption: analysis of the DES modes
of operation. RSA Laboratories seminar series,Oakland, August 1997.

10. Practice oriented provable security. Lectures at the summer school on cryptography,
Aarhus University, Denmark, July 1998.

11. Electronic payment medanisms. Lectures at the International School for Computer
ScienceResearters, Lipari, Italy, July 2000.

12.3 Presentations at government organizations

12. Provably securecryptosystems: How to protect yourself against un-anticipated at-
tacks. Spaceand Naval Warfare SystemsCommand, San Diego, Decenber 1998.

12.4 Presentations at workshops with invited participation

13. Randomnessin interactive proofs. DIMA CS Workshop on Cryptography, Princeton,
October 1990.

14. Trading interaction for randomness:speedupat logarithmic cost. DIMA CSWorkshop
on Structural Complexity and Cryptography, Rutgers University, Decenber 1990.

15. Improved non-approximabilit y results. Weizmann workshop on probabilistic proofs,
Weizmann Institute, Israel, January 1994.
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17.

18.

19.

20.

21.

22.
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Free bits in PCP. Complexity theory workshop, Oberwolfach, Germany, November
1994.

Finite pseudo-randomfunctions: A primitiv e for excient, private key cryptography.
Weizmannworkshop on randomnessin computation, Weizmannlnstitute, Israel, Jan-
uary 1995.

How to key Merkle: CascadedPseudo-randomnes&nd its exact security. Random-
nessand Computation Workshop, Berkeley, Decenber 1995.

Provably securesessionkey distribution{ the three party case. Workshop on Cryp-
tography, Luminy, France, Septenber 1995.

The designand analysis of cryptographic protocols. Annual meeting of the Padard
foundation fellows in scienceand engineering,Monterey, Septenber 1997.

Does parallel repetition lower the error of computationally sound protocols? Work-
shop on cryptography, Dagstuhl, Germary, Septenber 1997.

Relations among notions of security for public-key encryption schemes. Workshop on
PCPs and Fundamertals of Cryptography, Toronto, May 1998.

Presentations at Univ ersities

23.
24.
25.
26.
27.
28.
29.
30.

31.
32.
33.
34.
35.
36.

37.

Interactive complexity. Cornell University, Ithaca, April 1991.

Interactive complexity. University of Manitoba, Canada, May 1991.

Interactive complexity. Ohio State University, Columbus, Ohio, June 1991.
Interactive proofs and approximation. University of Milw aukee, February 1993.
Entit y authentication and key distribution. University of Chicago, August 1993.
Entit y authentication and key distribution. Technion, Israel, January 1994.
Improved non-appraoximabilit y results. Columbia University, February 1994.

Improved non-appraximabilit y results. Massadwsetts Institute of Technology, March
1994.

Improved non-appraximabilit y results. Rutgers University, April 1994.

Practice oriented provable security. University of California at SanDiego, April 1995.
Free bits and approximation. Massadwsetts Institute of Tedinology, April 1995.
Practice oriented provable security. Stanford University, May 1995.

Improved non-appraximabilit y results. University of California at Davis, May 1995.

Veri able cryptographic time capsules: A new approac to key escrav. University
of Toronto, June 1996.

Messageauthentication. Stanford University, October 1996.

Presentations in Industry

38.
39.

40.

Entit y authentication and key distribution. Bellcore, August 1993.
XOR MACs: New methods for messageauthentication using nite pseudorandom
functions. Bellcore, July 1995.

The exact security of digital signatures: How to sign with RSA and Rabin. IBM
T. J. Watson Researt Center, Hawthorne, NY, July 1996.
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41. The exact security of digital signatures: How to sign with RSA and Rabin. Bellcore,
July 1996.

12.7 Technical presentations at conferences

42. How to sign given any trapdoor function. Twertieth Annual ACM Symposium on
the Theory of Computing, Chicago, May 1988.

43. How to sign given any trap door function. Crypto 88, Sarta Barbara, August 1988.

44, Non-interactive oblivious transfer and its applications. Crypto 89, Sarta Barbara,
August 1989.

45. New paradigms for digital signatures and messageauthentication based on non-
interactive zero-knavledge proofs. Crypto 89, Sarta Barbara, August 1989.

46. The (true) complexity of statistical zero-knovledge. Twenty secondAnnual ACM
Symposium on the Theory of Computing, Baltimore, May 1990.

47. Randomnessin interactive proofs. Thirty rst Annual IEEE Symposium on the
Foundations of Computer Science,St. Louis, October 1990.

48. Languagesthat are easierthan their proofs. Thirt y secondAnnual IEEE Symposium
on the Foundations of Computer Science,San Juan, October 1991.

49. Making zero-knavledge provers excient. Twerty fourth Annual ACM Symposium
on the Theory of Computing, Victoria, May 1992.

50. A technique for upper bounding the spectral norm with applications to learning.
Fifth Annual ACM Workshop on Computational Learning Theory, Pittsburgh, July
1992.

51. On de ning proofs of knowledge. Crypto 92, Sarta Barbara, August 1992.

52. Interactive proofs and approximation: reductions from two provers in one round.
Secondlsrael Symposium on Theory and Computing Systems,Netanya, Israel, June
1993.

53. Improved non-approximabilit y results. Twenty sixth Annual ACM Symposium on
the Theory of Computing, Montr§al, May 1994.

54. Incremertal cryptography: The caseof hashing and signing. Crypto 94, Sarta Bar-
bara, August 1994.

55. Randomness-exciem oblivious sampling. Thirty fth Annual IEEE Symposium on
the Foundations of Computer Science,Sarta Fe, November 1994,

56. On the role of sharedrandomnessin two prover proof systems. Third Israel Sympo-
sium on Theory and Computing Systems,Tel Aviv, Israel, January 1995.

57. Provably securesessionkey distribution{ the three party case. Twenty sewernth An-
nual ACM Symposium on the Theory of Computing, Las Vegas,May{June 1995.

58. XOR MACs: New methods for messageauthentication using nite pseudorandom
functions. Crypto 95, Sarta Barbara, August 1995.

59. Freebits, PCPs and non-appraximabilit y{ Towardstight results. Thirt y sixth Annual
IEEE Symposium on the Foundations of Computer Science Milw aukee,October 1995.

60. The exactsecurity of digital signatures: How to signwith RSA and Rabin. Eurocrypt
96, Zaragoza, Spain, May 1996.
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61. Pseudorandomfunctions revisited: The cascadeconstruction and its concretesecurity.
Thirt y severth Annual IEEE Symposium on the Foundations of Computer Science,
Burlington, October 1996.

62. Veri able partial key escrav. Fourth ACM conferenceon computer and communica-
tions security, Zurich, April 1997.

63. Doesparallel repetition lower the error in computationally sound protocols? Thirt 'y
eighth Annual IEEE Symposium on the Foundations of Computer Science,El Paso,
October 1997.

64. Fast batch veri cation for modular exponertiation and digital signatures. Euro-
crypt 98, Espoo, Finland, June 1998.

65. On the construction of variable-input-length ciphers. Workshop on Fast Software
Encryption, Rome, Italy, March 1999.

66. Non-Malleable Encryption: EquivalencebetweenTwo Notions, and an Indistinguishabilit y-
Based Characterization. Crypto 99, Sarta Barabara, August 1999.
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